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Executive Sumary

This study differs fromother recent intelligence reformefforts in that it
deals primarily with structural and nanagenent issues, not policy problens. It
establ i shes a set of concepts and principles as "doctrine" for intelligence
operations and resource managenent and then revi ews the major conponents of the
Intelligence Comunity (1C) against this doctrine as a basis for proposing
change. Many of the problens besetting the IC have their roots in structural and
organi zati onal dysfunctions. Structural reformis thus necessary.

The study uses no classified information, but instead relies on the experience
of several forner senior incunmbents of the IC for their broad-based know edge of
internal IC affairs and their judgnent in avoiding inproper disclosures. The
report's sections do not pretend to be definitive or conprehensive in

el aborating all the 1C s problens. The proposals for reform like the critica
reviews, are based on a "top down" approach, i.e., dealing with the top
structural issues, |leaving additional, |ower-level reformissues to be worked
out after the major structural changes are nade for the upper echelons of the

| C. The advisory group understands that the recomrendati ons would only begin the
process of reform and in sone cases should be considered tentative. In al

cases, they should be nodified or revoked if they prove ineffective.

Wiy Intelligence Community Refornf®



Nurmerous efforts at reformof the Intelligence Comunity have taken place, but
few have seriously attenpted to reformthe 1 C s organization. Over the | ast
thirty years, the I C has w tnessed enornous changes in the way intelligence is
gat hered and processed, but during this tinme, with the exception of the recent
establ i shnent of the National |nmagery and Mappi ng Agency (NIMA), the I C has not
undergone significant structural reform Dysfunctions, which are costly in terns
of wasted resources and poorly-served policymakers and comranders, have

devel oped, maki ng such reforns necessary. Structural reformof the IC can result
in the comunity operating nore efficiently, providing nore usable intelligence,
on a tinely basis, for a given allocation of resources. Wether or not it
actual ly does achieve that result, of course, will depend on the conpetence of
the 1 C | eadership. No organizational reformcan overconme the absence of

ef fective | eadershi p and nanagenent, but dysfunctional organizational structure
can neutralize the efforts of the best |eaders.

Princi ples and Concepts for Intelligence Organization, Operations,
Managenent, and Trai ni ng
The first problem confronting progress in discussions about IC reformis the

| ack of a comonly understood set of concepts and principles-i.e., "doctrine"-
applicable universally within the Intelligence Conmunity. Today, each agency
within the I1C has its own doctrine or none at all. Until there is an approved
and accepted set of doctrinal concepts, principles, and terns for the IC as a
whol e, clarity about reformissues will renmain elusive.

Section Il spells out a prelimnary doctrine for the | C conposed of two parts.

First, basic "intelligence functions" are defined as well as a number of other
functions that are related to or partially perforned by the IC, yet are not true
intelligence functions. Second, "resource managenent" concepts and terns are
explicated. Not only is the promulgation of an I C doctrine essential; an IC
school ing systemfor middle and senior level intelligence officers is also
essential to maintain and update its concepts and principles as well as to
ensure its continued understandi ng throughout the IC

Recomendat i on

¥ The DCI shoul d create an |1 C seni or nanagenment education system This
system shoul d have as its core curriculumthree areas: |C doctrine, resource
managenent, and | eadership and staff work.

The DCI Managenent Structure for the Intelligence Comunity

The Director of Central Intelligence (DCl) has an organizational framework that,
with strengthening, can allow himto exercise nore effective | eadership of the
IC. The DClI's managenent functions include 1) collection managenent,
intelligence analysis, production and dissem nation; 2) resource nanagenent and
policy for the IC, and 3) fostering I C coherence and "comunity." A nunber of
steps should be taken to inprove the DCl's ability to carry out these functions.
Recommendat i ons

¥ Make no statutory changes in the DCl's authority.

¥ Strengthen the role of the National Intelligence Council (NIC) as the
DCl's instrunment for collection managenment, providing national-level analysis
that is not produced by any other anal ysis agency or section, overseeing

anal ysi s and production throughout all |1C conponents, and ensuring that an I C
wi de systemof all-source data files and materials is kept available to al
intelligence analysis units.

¥ Separate the Directorate of Intelligence (DI) fromC A greatly reduce its
size, and subordinate it to the DCI through the NIC. It will serve as the DCl's
personal anal ysis arm

¥ Restructure the Comunity Managenent Staff (CVS) to facilitate the DCl's
exerci se of performance eval uation, resource managenent, and IC policy. Retain
its head at the level of lieutenant general/vice admiral or SES civilian grade



6. Create five primary staff sections: Evaluation Managenent; Resource
Managenent ; Sci ence and Technol ogy; Counterintelligence Management; and Security
Pol i cy.

¥ Retain the National Foreign Intelligence Board (NFIB) and the Intelligence
Community Executive Conmittee (1 C EXCOM .
¥ Require the DCl to conduct a structural review of the IC every five years.

The Defense Departnment's (DoD s) Intelligence Structure: Review and

Recommendati ons for Reform

The present DoD intelligence structure can be changed at the top levels in a way
that would provide a nore effective allocation of responsibilities and m ssions.
Mlitary intelligence organizations provide intelligence for two nain purposes:
support to mlitary operations (SMJ), and support for materiel and force

devel opnent. These two mmin types of intelligence support should be

organi zationally separated. Intelligence is provided by organic intelligence
units and by the national collection organizations such as the National Security
Agency (NSA) and NI MA. The products of the national collection organizations
shoul d be accessible to intelligence officers at every |evel of conmand.

DoD Counterintelligence (Cl) is fragmented and the different organizations share
no conmon doctrine of organization and operations. Cl arrangenments in the Ofice
of the Secretary of Defense (OSD) have varied over time but have not resulted in
effective Cl nmanagenent. Defense intelligence resources are nmanaged in a
fragnented, if not chaotic nanner.

Recommendat i ons

¥ | mpl enent all recomendations for the DCl's managenent structures and
those (below) for Signals Intelligence (SIANT), Human Intelligence (HUM NT),

I magery Intelligence (IMNT), and Counterintelligence (Cl).

¥ Keep the Defense HUM NT Service (DHS) as a single DoD organization under
the operational control (OPCON) of the Cl A/ DO

¥ Create an overt HUM NT organi zation in DoD as a joint activity that
coordinates its activities with the national HUM NT nmanager.

¥ Put all DA electronics intelligence (ELINT) collection under NSA. Put its
I M NT collection under NI MA

¥ Create a DoD CI managenent center with OPCON, and policy and program
managenent authority over mlitary service Cl capabilities.

¥ Abol i sh the National Reconnai ssance office (NRO and transfer its program
of fices to NSA and NI MA

¥ Using DI A spaces, create a formal J-2 intelligence organization on the
Joint Staff for SMO

¥ Make the Director of DI A the coordinating nanager of all intelligence
support to materiel and force devel opnent-both joint and by the services.

¥ Create a red-blue Net Assessnent Center within DIA responsible directly to

the Secretary of Defense.

SI d NT

The SIGA NT col lection discipline is best structured to exploit changi ng

technol ogy and provide support to national |evel users and to tactical mlitary
forces. Service cryptologic elenments (SCEs) are centralized under NSA. Tacti cal
SIGA NT units are under NSA OPCON;, their program budgets are under NSA
managenent. NSA al so has its own personnel hiring and training, R&D and
procurenent prograns, and gl obal comunications. NSA thus cones close to
providing a national manager systemfor SIG NT. This arrangenent has allowed a
highly effective systemto energe in which nost of the field operations are
handl ed by the SCEs while the nore conpl ex tasks of organizing and controlling
the systemare left to NSA

The Nati onal Reconnai ssance O fice has the responsibility for procuring and
fielding space-based SIG NT collection systens. NROis largely an R& and
procurenent organization. It is analogous to the R& and procurenent commands



within the mlitary services. But the NRO has an i ndependent budget which it
defends in Congress and executes independently; no other purely procuremnment
agency in either the ICor the mlitary services has this autonony. Al others
nmust |l et their budgets be integrated within a single mlitary service's budget

or within an intelligence agency's budget. NSA, wth operational experience with
space SIG NT systens, and NRO have frequently di sagreed on procurenment goal s.
This structural problem probably accounts for nore wastage of financial

resources than any other.

Recommendat i ons

¥ Make the Director of NSA the national nmanager for SIA NT and for
operational control and managenent of the entire system

¥ Pl ace NRO s SI G NT space systens devel opment and procurement program

of fi ces under NSA

¥ Assign all of NRO s space inaging systens devel opnent and procurement to
anot her programoffice, for IMNI. This office will be placed under N MA's
control .

¥ I ncl ude the budgets for the SIG NT devel opnent and procurenent program
office within NSA' s Consolidated Cryptol ogi c Program (CCP).
¥ Direct the nmlitary services and NSA to nmake greater efforts to coordinate

the CCP with the Defense Cryptologic Programin the Joint Mlitary Intelligence
Program and with tactical SIG NT programs in TIARA

¥ Direct the DCI to use his CM5 Science and Technol ogy O fice for an

exam nation of several sensitive core capabilities in NSA

| M NT

I magery Intelligence has been organizationally fragnmented, particularly unti

the creation of the National |nmagery and Mapping Agency in October 1996. Two
early centers of IMNT were Air Force Intelligence and the CIA; the NRO fi el ded
and largely controlled the overhead capabilities. Advances in technology in the
1970s and 1980s nmde it possible to produce and transmit IMNT in near-real tine
to mlitary units, but institutional devel opments allow ng exploitation of these
capabilities did not take place: there was no organizational |ocus to
operationalize or manage them Predictably, U S. I MNT has been judged

i nadequate. The creation of NIMA is a positive step. It renmmins to be seen how
this organization will function. Certainly its Director needs the authority over
R&D and procurement of IMNT collection systens currently held by NRO as wel

as OPCON over nost |IMNT capabilities in the services, anal ogous to NSA' s OPCON
over service cryptol ogic el enments.

Recommendat i ons

¥ Designate the Director of NIMA the national manager for | M NT.

¥ Place the NRO s | M NT space systens devel opment and procuremnment program
of fi ces under NI MA

¥ Assign the prinmary coordinating and oversight role to NIMA for all
mlitary service |MNT prograns.

¥ Direct NIMA to develop a systemfor exploiting all I MNT collection
capabilities to support mlitary operations (or any other operations) in a tine-
sensitive manner. This will, of course, require working out coordinated

targeting and tasking arrangenents with | MNT capabilities organic to tactical
mlitary units.

HUM NT

The heart of the HUM NT discipline is the clandestine service. As the
Directorate of Operations (DO, it was the core of the CIA when it was founded
in 1947. The Director of DO has final approval authority over any nmilitary

cl andestine operation. The DO could take the view that military clandestine
capabilities are part of the national HUM NT system and beconme deeply invol ved



in their targeting and exploitation, but has not. DO and DoD al so have

param litary organi zations for CA; DoD s appear to be superior. ClA relations
with the State Departnent are policy, rather than structural, issues, but the
i ncreasing presence of the FBI abroad raises inportant structural issues with
regard both to the CIA and to the State Departnment.

HUM NT faces "culture" problens: while deception and m srepresentation are
central to gathering HUM NT, these skills are not hel pful to organizationa
management ; and, careers are less rewarding to many due to |ack of public
recogni tion. Tensions al so exist between Counterintelligence and HUM NT. There
is also the problemof what to do if a clandestine service suffers a serious
penetration by a hostile intelligence service. The public i mage of having been
penetrated will dissuade potential recruits fromtalking to case officers, |est
they be identified by another undi scovered nole. Many "culture" issues are

| eader shi p and nanagenent probl ens, which cannot be solved by structura

ref orms.

Recommendat i ons

¥ Restructure CIA giving it two nmajor conponents, the national clandestine
service (NCS), and a conmponent for handling overt HUM NT. The Director of this
restructured organi zati on woul d be the National Manager for HUMNT, directly
responsi ble to the DCl

¥ Retain a residual Science and Technol ogy capability for support to HUM NT.
¥ Fornal ly establish an OPCON rel ationship between CIA/DO (NCS) and nilitary
cl andesti ne HUM NT el enents anal ogous to NSA's relationship with the mlitary
SCEs.

¥ Allow the CIADOto retain its status as the covert action agency, but
make it dependent on the Defense Departnent's capabilities for the conduct of
any paramlitary covert actions.

¥ Take a broad approach to designing and inplenenting ClADO managenent of
overt HUM NT.
¥ Address CIA/DO "culture" and related problenms with a wi de range of

managemnent, | eadership, and organi zational reforms, including consideration of
di sbandi ng the DO and creating an entirely new cl andesti ne service.

Counterintelligence

The two Counterintelligence problenms anenable to structural refornms are the

m xing of Cl with [aw enforcenment and the mixing of Cl with offensive

cl andestine HUM NT. In DoD, the Navy and the Air Force can create independent Cl
units on the nodel of the Arny's "pure" Cl structure. Bureaucratic resistance to
the transfer of Cl fromthe Federal Bureau of Investigation (FBI) would be
monurent al , but, assuming that it could be overcone, a preferable arrangenent
woul d be a C national manager, with an i ndependent organi zation-a nationa
counterintelligence service (NCl S)-and sone degree of OPCON over all other C
including mlitary and CIA. The national manager woul d di sseninate Cl for al
civilian and nmilitary organi zations to support their security operations. Having
a national CI manager would help ensure the 1C s awareness of hostile efforts to
counter it. Effective OPCON and Cl support procedures will be necessary if the
advant ages of a national Cl organization are to be realized.

In establishing a national Cl service, consideration for protection of the
rights of U S citizens will be critical. Particular care will be required to
identify and apply the legal rules appropriate to Cl activities depending on
foreign or domestic location and the |egal rights of subjects under

i nvestigation. Structural changes in ClI should not be a means of avoiding | ega
norns and requirenments as they currently exist.

Recommendat i ons



¥ Create a National Counterintelligence Service (NCIS). The FBI's Cl
department can formits core, augnented with small elenments fromClIA s Cl
organi zati on.

¥ Designate the Director of the NCIS the national manager for Cl
responsible to the DCl in the sanme way as the national manager for HUM NT.

¥ G ve NCIS coordinating authority over all ClI operations within IC
conponents.

¥ G ve the national manager for Cl responsibility for providing Cl support
to all departments and agencies at the national |evel; experinentation with the
nati onal manager assuring Cl support to tactical mlitary units should take

pl ace.

¥ Make the national manager for Cl responsible to the DCl for maintaining a
conprehensive Cl picture of all relevant Cl target intelligence services.
¥ Direct the national manager for Cl to create a Cl school and ensure that

it has available the record of all Cl cases as its primary instructiona

mat eri al

¥ Retain a significant organic Cl capability and effort in the Cl A/ DO and
the mlitary services, giving the national nmanager for Cl access to these
activities for coordination purposes.
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