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Understanding "Asymmetric" Threats to the United States

Executive Summary

The purpose of this report is to evaluate whether the concept of asymmetry has analytical utility and to
characterize the threat environment facing the United States in 2002. “Asymmetric threats” have come to
mean a great many things, and so the term lacks basic definition. Very often, those who use the concept
point out that the “asymmetric foe” is one who strives to exploit U.S. weaknesses or who strives to
circumvent superior U.S. military power by cunning, surprise, indirect approach, or ruthlessness. In the
end, we are left to ponder how these descriptions differ from good strategy or tactics. Does the concept
of asymmetry have anything novel to offer?

There are many definitions of what constitutes an asymmetric threat, none of which holds sway in
defense planning and policy making circles. In general, the term is used to describe forms of attack
against which the United States has no defenses, and it depicts tactics that Washington will not abide
(either because they are morally reprehensible or restricted by legal agreement). The authors of this
report find that the concept has come to bear too great a burden, as it is used to explain: different and
challenging threats; the United States’ position in the world and the security challenges it faces; U.S. legal
and political self-imposed constraints; vulnerabilities to new and old threats; and novel approaches
designed to offset U.S. strengths. This report acknowledges that the term does reflect the uncertainty
that currently exists in the international security environment, and it does impress upon us that the United
States is either vulnerable to some menace or unprepared at some level to cope with a selection of
modern-day threats. Yet, can such a concept serve defense planners and policy makers well? This is
more than a semantic debate over a policy buzzword. It is a question of whether “asymmetry” can help
establish a useful conceptual and analytical framework for conveying the complexity and addressing
current and emerging security challenges.

The report examines the origins of asymmetry as a security concept. The concept has found its way into
our lexicon to explain the unique security circumstances facing the United States. It also captures the
challenge of determining what deters “the enemy,” and underscores the difficulty of coping with the
unfamiliar, unorthodox, or different war-fighting techniques that the United States faces in a post-Cold
War world. There are several factors that, together, give impetus to the threat dynamics we see today. A
review of the 21 century security environment must include discussion of: the reality of U.S. military
dominance; the self-imposed limits that the United States places on its international and military activities;
the differences that exist between how the American people and their potential enemies evaluate
success; the tolerance by U.S. leaders of vulnerabilities (some of which are systemic); the fact that the
United States faces multiple adversaries and threats across a broad spectrum; and the ease with which
potential adversaries can acquire technologies and weapons that may be used to undermine U.S.
influence abroad, attack the U.S. homeland, and confront U.S. forces.

There are also key elements of current and popular representations of the “asymmetric threat” to
consider. Such threats may be said to work to: defeat our strategic imagination; pose menaces so awful
that the government dare not respond; and challenge our ability to respond effectively. One of the
challenges U.S. policy makers face is to resist the urge to focus simply on those threats that are unusual,
different, or designed to evade American strengths. Instead, defensive energies should be directed to
defeat those threats that would wreak great damage upon American interests. It is not sufficient for a
threat to be different; it must also be effective. This report discusses in greater detail concrete
expressions of the “asymmetric threat.” The different, unorthodox, and unimaginable threats reviewed
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include brief examinations of terrorism, the uses of readily available technologies for military purposes,
attacks involving mass casualty agents and munitions, counterspace warfare, and the use of ballistic
missiles.

Discussions of “asymmetry” and security are not limited to the United States. Russian and Chinese
writers view the concept of asymmetry through their own cultural and strategic prisms. “Asymmetric
threat” has a particular meaning for the Russian audience and is tightly associated with Washington’s
movement towards deployment of a missile defense system. In the case of China, the discussion of
asymmetry reflects a specific approach to strategic problem-solving. Russians and Chinese are
endeavoring to understand how analysts in the United States conceive of “asymmetry” and are wary of
new American approaches that further disadvantage their forces. One must also recognize that the term
can become part of foreign lexicons because analysts in the United States use this term. This treatment
of foreign viewpoints helps supports a key finding of this report, that, for any discussion of asymmetry to
be useful, it should be context-specific.

The reader will find that discussions of asymmetry in the two case studies addressed here float into the
background as a more meaningful discussion of situation-specifics fills the foreground. In looking at
Iraq’s use of biological and chemical weapons to attack military forces in theater and U.S. civilians and
the September 11 attacks on the U.S. homeland, the study reaffirms a more classical approach to
understanding threats, by examining their political-strategic contexts and considering the myriad of
human factors involved, to include moral, psychological, and cultural factors involved. The more generic
concept of “asymmetry” does little to help us understand the security relationships and challenges facing
the United States.

This study finds that the utility of the term "asymmetry” for understanding security matters has diminished
since it was introduced in the mid-1990s, and it advocates stepping away from the mindset of the time.
Examination of specific uses of the term “asymmetry” indicates that the frequent references today to
threats that are so labeled do little to help order defense priorities. Given the international security
realities and the analytical shortcomings of this concept, and given the clear imperative today to clarify
national defense priorities, the relatively young concept of asymmetry will fade from defense jargon in the
years ahead. For these reasons, the Department of Defense, among others, should phase out the use of
this term.
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Introduction

“Asymmetry” is a term used extensively, even casually, throughout the U.S. defense and policy
communities of the United States. Its usage is so casual, in fact, that it has contributed to confusion in
understanding modern-day threats and distorts thinking about the security challenges facing the country.
The resulting muddle and misconceptions ultimately could have a negative impact on the development of
national security and military strategies as well as defense planning.

“Asymmetry” or “asymmetric” has many definitions and is used to describe many things, from weapons
systems and tactics, through strategy and worldviews, to comprehension of what is sanctioned by
morality or international law.* “Asymmetric threats,” for example, are commonly viewed as having the
potential to produce widespread civilian casualties or considerable environmental damage. Asymmetry in
this context does not mean that the weapons used are necessarily better or worse than those of the
United States. Rather, potential adversaries are willing to use such weapons without “conventional”
limitation. Indeed, those behind “asymmetric” attacks or warfare are sometimes viewed as exhibiting
breathtaking malice and ruthlessness. There is even a hit of craftiness and a subversive quality that one
may associate with an adversary’s “asymmetric” approach, an attribute perhaps most clearly illuminated
in November 2001 by President George W. Bush discussing bringing terrorists to justice: “We must not let
foreign enemies use the forums of liberty to destroy liberty itself."

Alternatively, the term has been used to describe specific “asymmetric” dangers posed to U.S. security by
ballistic missiles, sea mines, terrorism, cyberwar, among other tools of warfare. “Asymmetric” responses
tend to represent the general set of counteractions that weaker states or groups devise to confront
superior U.S. military forces. Any military plan that avoids meeting the United States in a head-on, force-
on-force, “fair” battlefield fight is also considered to be “asymmetric.’2 One could observe that an
“asymmetric,” “competitive,"3 or “unfair” approach is nothing more than good strategy in practice.

Indeed, “asymmetric warfare” and “asymmetric threats” seem to be formless and shifting concepts,
insofar as attempts to use them to understand and analyze the security environment can be like grabbing
sand out of a barrel. You know that you have grabbed something of substance, but there is not nearly as
much there as you first felt once you removed your hand from the barrel. You also observe that the
substance itself is ever remolding its shape, even as you hold it in your hand. We will show that in the
end what really matters to the analyst are the grains of sand, rather than the amalgamated whole that
“asymmetry” represents.

In this study, we will demonstrate that the term “asymmetry,” as it is used to explain threats facing the
United States, has come to bear too great a burden and, consequently, has diminishing utility. As it is
commonly used today, analysts rely on the term to explain, among other things:

= new, unorthodox, surprising, urgent, and unfamiliar threats;

= the historically unique security circumstances facing the United States, which is dominant in
nearly every facet of its international and security relationships;

= the constraints that the United States places on its foreign and defense policies and activities;

= U.S. vulnerabilities, or lack of defenses;
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= Washington’s weaknesses in executing responses to threats; and,
= novel tactics and operations available to potential enemies.

In recent years, U.S. defense and policy communities have appeared obsessed with the “asymmetry”
(:oncept.4 Yet at the most basic level, to be “asymmetric” is simply to be different, either by self-willed
design or merely because that is the way things are. Moreover, to k& “asymmetric” to a rival is not
necessarily to be unfamiliar.

Accidents of history and geography have endowed and rewarded polities unevenly. States share the
legal personality of sovereignty, and different clusters of states will share a number of possible
characteristics (namely, political, social, cultural, economic). But asymmetry, or difference, is the norm.

The United States is no stranger to asymmetric tactics. Americans, after all, have won a long series of
great contests against “asymmetric” foes. ® The United States also is capable of defeating itself by
placing constraints on the use of its strengths. Major examples of this phenomenon include: the ways in
which the United States turned the task of defending South Vietnam into an intractable foreign policy
“quagmire”;6 and the ways in which the 1991 Gulf War was operationally, politically, and strategically

conducted and concluded, with all of its consequences.7

Only in the “ideal type” world of theory are rival actors, polities, or coalitions truly symmetrical. In the
realm of rational choice, identical players “Country A” and “Country B” pursue identical strategic logic to
reliably predictable outcomes. The Cold War theory of stable deterrence was constructed in this Way.8 In
historical practice, however, every political entity is distinctive. Even when polities have comparable
status—for example, superpowers, or great powers—their strategic behavior is based on unique political,
strategic, and cultural contexts.

The purpose of this study is to explore the concept of asymmetry and clarify for policy-makers issues
associated with many of the current and emerging threats facing the United States. This study will look at
three different dimensions of the asymmetry concept. Section 1 will describe the characteristics of the
security environment and the unique attributes of the United States, looking specifically at factors that
work to soften or undermine U.S. dominance. U.S. self-imposed constraints and vulnerabilities,
technology proliferation, and the fact that the United States faces multiple adversaries all create
opportunities that may be exploited by adversaries for the purpose of deterrence, coercion, aggression, or
inflicting damage.

The United States of the early 21° century is the dominant power among nations. This fact may fairly be
said to frame and drive analysis of the concept of asymmetry. In this study, we will begin by using the
concept to describe relationships that exist between the United States and other state and non-state
actors, where those actors are responding to the reality of U.S. dominance by exploiting differences in
values (principles, ideals, ideas, and principled adherence to arms control agreements), military
capabilities, and strategic objectives to achieve their goals. In the current security environment, in other
words, an adversary will strive to circumvent U.S. strengths or introduce new challenges to U.S. planning,
preparation, and operations by using methods with which the United States is unaccustomed to dealing
promptly, effectively, or at all.

An examination of the characteristics of threats, or the phenomena that “asymmetric” is often used to
describe, takes us a step farther in our examination. Section 2 looks at the origins and descriptions of
many threats commonly referred to as “asymmetric.” Here we will consider threats that are different in
approach and pose unprecedented or considerable danger, which make them worthy, therefore, of more
focused attention by policy-makers and defense planners.

The concept of asymmetry appears to have some utility for the politician or anyone who wants to talk very
broadly about current threats to the United States. After all, the term does reflect the uncertainty that
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currently exists in U.S. security relationships, and it does reflect the fact that the United States is either
vulnerable to some menace or unprepared at some level to cope with some modern-day threats. But it is
not clear how “asymmetry” serves as a coherent analytical and planning concept. How valuable is this
term to analysts? How valuable is it to those who steep themselves in defense planning?

The general discussion of threats and the security environment leads to particular case study illustrations
where we have identified differences of values, ideals, and ethics, military capabilities, and political-
strategic objectives that may be exploited by potential adversaries. Strategic significance poses yet
another set of issues to be addressed. Not all hostile acts will be strategically significant. Pinprick
attacks, for example, are considered the price great powers pay to do business in the international
system. Inventive foes will always find a way to exploit weaknesses and conduct attacks such as the
October 2000 terrorist strike that crippled the USS Cole in the port of Aden, Yemen.™ Yet small, isolated
attacks do not usually result in a change in U.S. policy goals or national security approaches, although
they can affect U.S. regional strategy and operations.11 Case studies in Section 3 include: the potential
use of Iragi biological weapons against U.S. forces in theater and targets in the U.S. homeland; and an
analysis of the September 11, 2001 terrorist strikes against the United States.

This study will conclude with some observations about the numerous challenges facing the United States,
including Washington’s ability to cope with what have come to be labelled collectively as “asymmetric
threats.” We will provide general conclusions relevant to U.S. defense planning. This study also features
an appendix that presents a selection of definitions of “asymmetry” used in a security context.

Section 1: The Unique Circumstances Facing the United States

The idea of the peer competitor, or a potential adversary having enough influence and military power to
challenge the United States in a meaningful way on the international stage, took root in the U.S. defense
community before it could be defined or even considered carefully. The policy wisdom inherited on the
subject by the Administration of George W. Bush from the Clinton Administration is that there will be no
such class of competitor in America’s future much prior to 2015.'2 The familiar notion of “the peer’ has
been underlined by the popularity of the concept of the “asymmetric threat.” In the later years of
President Bill Clinton, therefore, there was no peer competition looming on or just over the planning
horizon, and emerging “asymmetric” threats seemed to arise to fill the threat vacuum. For what such
threats would lack in sheer massiveness, they would substitute indirectness, unorthodoxy, and cunning.
“Asymmetric” threats would exist, but would fade into the background in an environment featuring
significant peer competition.

Yet historical evidence tells us that even peer competitors can be highly different.™ The fact that today’s
putative asymmetric threats would be posed by non-peers (by any definition) to the United States, is
strictly a temporary accident of strategic history. Most policy-makers assert or assume that America faces
no significant threat today, and that that threat, however construed, is not likely to take the form of a “peer
competitor” in the mold of the old Soviet Union that could challenge the United States globally and
threaten America’s very survival.*

With the collapse of the Soviet Union, leaders in the United States and its allied countries in the North
Atlantic Treaty Organization (NATO) believed that they were suddenly freed from the specter of having to
fight a major, potentially nuclear, war with the Warsaw Pact. The outcome of a major change in the
international security environment and the Persian Gulf War (1991) confirmed for many the global
leadership position and military dominance of the United States.

General U.S. military dominance, its economic wherewithal, and its considerable experience in war
planning and fighting, do not make the United States “unassailable” or “secure.” Several events on the
world stage, and U.S. responses to them, have dispelled the notion of a fortress United States protected
by vast distances from its potential adversaries. The political will of the United States to act as the world’s
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guardian, for example, was questioned after a rag-tag militia attacked elite U.S. military forces in the
streets of Mogadishu, Somalia in 1993. In conventional terms, the forces of Somali tribal leader Farah
Aideed were no match for heavily armed, airmobile Rangers and Delta Force troopers. Using primitive
weapons and communications, “unthinkable” tactics, and “barbaric” acts conducted for the benefit of the
news media, the militia convinced the leadership of the United States that the price of involvement in
Somalia was very high.15

U.S. responses to crises in Somalia, Haiti, Rwanda, and Kosovo have signaled that the United States can
be both risk and casualty averse when U.S. forces are sent into battle for purﬁoses not clearly aligned
with common understanding in the United States of what constitutes a threat.” At the same time, we
should also acknowledge the recent experiences of the 1991 Persian Gulf War and the on-going war
against terrorism in Afghanistan and other parts of the world, occasions when the American people have
sent their sons and daughters into battle. Indeed, in the case of the 1991 Gulf War, American leaders
and citizens expected a much higher number of losses than were actually inflicted. There are occasions
where, in the words of Secretary of Defense Donald Rumsfeld, “casualties in war will strengthen our
resolve.”’ Yet the fact remains that threatening, or inflicting casualties on, U.S. forces in ways that are
“unthinkable” and distasteful to the American public, such as deliberately crashing hijacked airliners into
symbolic targets, can be a viable method of challenging U.S. military dominance.®

For deterrence to work, the person or leadership to be deterred must be informed of the threat, believe
that threat, and weigh the potential cost of the threat against the value of choosing to go ahead with the
action subject to the deterrence threat.”® The goal of coercion is to persuade the target state that it would
fare better to meet the coercer's demands rather than to resist them.?’ The goal of attacking is to inflict
damage in pursuit of political or military ends (and may represent expressions of blind hate or revenge),
demonstrate the vulnerability of the attacked (to shock or dispirit), and enhance the reputation and status
of the attacking group or state. These descriptions are broad but involve targeting American ideals and
values, avoiding direct force-on-force engagement, and acting with surprise.

The term “asymmetry” captures several elements that both define the current security environment and
highlight U.S. weaknesses and vulnerabilities. Chief among these elements is the unique position of the
United States — a political entity possessing unsurpassed resources and capabilities.21 The reality of
moral and political selfrestraints, preferences for and belief in the due processes of domestic and
international law, and a global cultural, economic, and military profile paradoxically make the United
States a tempting target worldwide to states and groups that oppose:

= U.S. (or western) ideas (to include ideas of progress and capitalism);

= U.S. ideals (to include such principles as freedom of speech and belief in the general benefits
brought about by openness in society, democratic political processes, free trade, and borderless
information transfer); and

= U.S. international engagement and national and strategic goals.

The United States is a target, therefore, of many state and group leaders who oppose U.S. (or western)
ideas and practices.

Leaders of states and non-state groups (e.g., terrorists) seeking to avoid direct confrontation with the
United States can strive to strike weak points in U.S. social, economic, and political structures or leverage
opportunities associated with U.S. military vulnerabilities. Adversaries respond to U.S. military dominance
by considering unorthodox, indirect, surprising, or even “unthinkable” methods of challenging the United
States.

The post-Cold War environment confronting the United States has four key attributes that frame
references to “asymmetric” threats: the reality of general U.S. military dominance (meaning its ability to
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act effectively with its armed forces); selfimposed constraints and preferences, to include tolerance of
key vulnerabilities, which can limit U.S. responses; multiple adversaries that tax U.S. resources; and, the
spread of lethal mass destruction/disruption weapons that are both difficult to counter and increasingly
easy for rogue actors to acquire. Adversaries tailor their threats in response to the realities of U.S. military
superiority and vulnerabilities for the purpose of deterring, coercing, or attacking the United States.

Military Dominance

Concerns over readiness notwithstanding,22 U.S. military forces continue to set qualitative and
guantitative benchmarks worldwide. By most measures the United States is the dominant military power
in the world.” Indicators of dominance include: global national security strategy; the existence of an
unmatched global power-projection capability; considerable operational experience and constant
innovation, experimentation, and development of modern warfighting techniques; a large, integrated, and
interoperable force structure; a joint, interoperable military force structure; % interservice coordination,
planning, and system interoperability;25 an extensive alliance network and practice in coalition leadership;
technological and industrial superiority; and a sizeable defense budget.

One indicator of U.S. military dominance is the small number of combat fatalities it has had to suffer in
recent years. In one major theater war and numerous peace enforcement missions in the course of a
decade,”® U.S. armed forces suffered fewer fatalities in active operations since the end of the Cold War
(approximately 200) than from a single terrorist attack in the 1980s.%” Yet one should be careful not to
equate U.S. military dominance to “domination” or “imperviousness.” American forces can be threatened
and suffer casualties, possibilities that could imperil policy or strategy.

U.S. Department of Defense vision statements suggest that technology will allow fewer American forces
to dominate any battlespace in which they operate.28 The technological superiority of the United States is
a reflection of its considerable economic resources, advanced industrial base, intellectual capital, free
exchange of ideas, and commitment to continuous research and development.29 Technological
dominance in areas ranging from biotechnology to directed energy weapons contributes to the
maintenance of conventionally superior, militarily dominant U.S. forces.*

U.S. military dominance is a reflection of the relative wealth of U.S. society. No other country spends as
much on defense as the United States.®® Other countries invest higher percentages of their gross
domestic product on defense, but the United States accounts for 37 percent of worldwide military
expenditure, which, nevertheless, represents only 3 percent of its gross domestic product.32 In other
words, the United States can afford to spend what it does on defense and remain economically healthy.

Lest we become blinded by the obvious, it is useful to point out that potential adversaries also nay
possess certain advantages that may be leveraged for military purposes. Largely because they follow in
our research and development footsteps, adversaries can do things more cheaply, quickly, and without
having to wrestle with a huge bureaucracy. By wing industrial espionage, potential adversaries can cut
years and billions of dollars off of their weapons programs. The spread of technology and the worldwide
market have resulted, in some cases, in the easy purchase of many U.S. systems and in their being
manufactured abroad. Command and control capabilities, which took Washington billions of dollars and
years to develop, may be acquired by others overnight. Arms control also has resulted in abandonment
of many systems and termination of research in key areas, a policy that may not be followed by other
parties. Iran, for example, is striving to build a force of intermediate-range ballistic missiles while the
United States and Russia are forbidden by treaty to do so. Despite being party to the Biological Weapons
Convention, Russia has advanced biological weapons and, importantly, vaccines and remedies that the
United States does not have. Many countries, moreover, do not have to worry about justifying
“controversial” activities to citizens.
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Self-imposed Constraints

Whether sovereign states or non-state actors threaten U.S. security, there are constraints on U.S.
freedom of action and defense. Historically, the United States has devised and observed a number of
limits on its international and military activities.*®> Some of these constraints are elaborated in domestic or
international law, are generated by democratic institutions, American character and culture, or follow a
just war tradition reaching back many centuries.

Rule of Law

Self-imposed constraints may emanate from actual and perceived obligations under both domestic and
international law. The power of the executive to conduct military operations, including covert activities in
response to a threat or hostile act, without the authorization of the Congress, has been debated since the
founding of the United States.** Some domestic laws constraining action are the result of domestic
tensions about the roles and powers of the branches of government.

From the early days of the founding until the Posse Comitatus Act of 1878 (18 U.S.C., Sec. 831, 1385), it
was accepted that the President should enforce the laws of the land by using the military forces as he
deemed necessary as part of his duty to execute the laws of the country faithfully, to suppress rebellions
and other unruly combinations.*® Posse Comitatus declared the use of the armed forces within the
country unlawful unless Congress authorized it. The act has been subsequently modified in 1981 and
1996 to allow for limited participation of military forces in counternarcotics missions and in response to
weapons of mass destruction attacks.* According to the Center for Strategic and International Studies,
the act does not deny, limit, or condition the use of the armed forces in response to a catastrophic
terrorist attack on the United States. “The Posse Comitatus Act,” he writes, “does announce our strong
national policy that law enforcement is a civilian function, but this policy is significantly limited in its
application by the Constitution (including the president’s authority in times of serious emergency), as well
as by other specific statutes.”’ Even when the act does apply, it only applies to certain kinds of military
activities involving the exercise of police powers.

The United States also is restricted by law and presidential writ from using “unseemly methods” as part of
a retaliator's campaign against individuals or groups waging a deadly war against U.S. interests and
citizens more efficient. Terrorists or other criminals captured and placed in U.S. custody are generally
protected by the American legal system, which prevents more intrusive investigative techniques.38 Were
these same individuals apprehended by other states, they might be exposed to interrogation methods that
include torture and threats to family members that could help root out safe harbors for terrorists or reveal
critical operational intelligence.39 To be sure, the laws and established rights protecting individuals are
valued and significant in the United States, yet they also protect the criminal and the dangerous.

While it is technically true that the U.S. ability to respond flexibly to “asymmetric threats” is constrained by
international laws, there is no natural opposition between promoting national “self interest” and upholding
the Rule of Law.* International law is founded upon the consent of states. States are not bound by any
rules that they themselves have not voluntarily accepted, either by ratifying a treaty or by acquiescing in
the establishment of a long-standing customary practice perceived as creating a legal duty.

While there are general prohibitions against the threat or use of force against the territorial integrity or
political independence of a state, international law nevertheless admits instances wherein a state has a
right to act in its own defense or to protect citizens.**  In certain circumstances, including consent,
countermeasures, force majeure, national distress, and self-defense, a state may resort to activities that
otherwise may be viewed as an infringement on the rights of another state.
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Most of the Law of Armed Conflict is composed of unobjectionable principles designed to prevent
unnecessary destruction and suffering while leaving states free otherwise to pursue their self-interest.
The jus ad bellum prohibition against the aggressive use of military force is a theoretical “constraint” on
U.S. foreign policy, as the public is not likely to support American aggression or a strategy of
aggrandizement in any event.*

One of the most familiar U.S. legal restrictions in dealing with “asymmetric threats” is the ban on
assassination, known as Executive Order 12333.* The Order provides that “no person employed by or
acting on behalf of the United States Government shall engage in, or conspire to engage in,
assassination,” although the term “assassination” is not clearly defined.**  Would it be illegal to
assassinate any government official or only those who hold high offices? Is a bombing raid that kills a
national leader an assassination?

The word “assassination” includes the concept of “murder.” The Executive Order prohibits Executive
Branch employees from committing or encouraging certain forms of murder, although some legal opinions
have concluded that the ban does not pertain to terrorists.”> There are other reasons to believe that the
tension on this restraint has been lessened somewhat over the preceding years.

Indeed, a number U.S. military campaigns conducted during the last century and the beginning of the new
one did not reflect a hesitation to “decapitate” enemy leadership. Examples of this evolution in thinking
include: the retaliatory strikes against tents and terrorist camps in Tripoli in 1986, which could have Kkilled
Muammar Qaddafi; the 1990 capture of Panamanian dictator Manuel Noriega; the targeting of houses,
bunkers, command posts that might have sheltered Iragi leader Saddam Hussein in 1991; the use of
missiles in 1999 to destroy the villa of Serb leader Slobodan Milosevic; and the decimation of leadership
gggtshacommand bunkers, and caves used by the Taliban and Al-Qaeda leaderships in Afghanistan in
1.

International law and the “assassination” prohibition in E.O. 12333, in other words, are not legal bars to
the intentional killing of an aggressive tyrant or individual terrorist when necessary to prevent further
unlawful bloodshed.*” It is worth noting that intentionally targeting a foreign leader, whether of a state or
of a terrorist group, can result in a number of undesirable consequences, including:

= Leaving the organization leaderless, resulting in rampage by out-of-control forces angered at the
killing;

= Encouraging others to target own our leaders or allied leaders, who may be more vulnerable to
attack;

= Providing ammunition for a political warfare offensive alleging we are engaging in illegal
“assassination” (the distinction may not be readily understood);

= Bringing to power even more militant individuals who are less willing to negotiate or compromise;
or

= Creating dissension within our ranks, be it in the form of allies defecting from a multinational
operation or members of Congress or the press attacking the policy.

Political Will

The United States is a republic in which power stems from the people and long-term policy success is
unlikely without the understanding and support of the people and their elected representatives in
Congress. This institutional balance is both a great strength and a potential weakness. The experience
of World War Il demonstrates that when the American people understand and support government
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policies, no country in the world can exceed their ability to pull together and meet great challenges.
Vietham, on the other hand, shows that America can be vulnerable to political warfare to neutralize
military superiority and persuade elected representatives to snatch defeat from the jaws of military victory.

For the United States in particular, the case for involvement or intervention must be made for nearly every
political, economic, and military issue; geographic remove and the sheer size of the continental United
States give Americans a perception of security and lack of urgency that in the past, however ill-advised,
has argued against intervention. *® Historically, Americans have not perceived that, in the words of
President John F. Kennedy, they ould have to “pay any price, bear any burden, meet any hardship,
support any friend, oppose any foe to assure the survival and success of liberty.” The American public
has been more persuaded by the view that without U.S. intervention, cherished values, such as
preventing widespread slaughter of the weak and innocent through acts of genocide, will be placed at
risk. The American public is more likely to support U.S. military intervention abroad when it is obvious
that there is a direct danger to be countered. Public support for entry into WWII in defense of friendly
countries in Europe was hotly debated and politically too dangerous until the Japanese struck Pearl
Harbor.”® It can be safely argued that a war against terrorism—despite the al Qaeda support for
bombings of U.S. embassies and other terrorist acts—would not have had public support were it not for
the attacks against the Pentagon and the World Trade Center on September 11, 2001 (See Section 4).

Continued public support for military action is likely to be contingent on operational success. According to
one observer of American reaction to covert operations: “It is a hard, but true, fact of life that success
overcomes a lot of moral, legal, political, and cultural scrugles; stalemate or defeat turns them into
irresistible political trends that lose wars on the home front.”™ Few factors are more likely to result in a
loss of popular support than perceptions of incompetent leadership (e.g., pursuing a “no-win” strategy), a
belief that the United States is “not playing fair,” (e.g., supporting tyrants who abuse human rights), or that
American troops are committing “war crimes.”

U.S. military involvement in Korea and Vietham demonstrated that U.S. public opinion is susceptible to
change. To a significant degree, perception determines support, and that support can be lost through
inattention or stolen by effective propaganda. A pattern of mishaps, misfortunes, and botched missions
sours opinion toward military operations in favor of less risky diplomatic avenues. Adversaries are likely
to target public support with sophisticated disinformation and political warfare campaigns. Support
depends on the moral, legal, and political propriety of American military action abroad and the
presentation by the president of his case to Congress and the American people. Success raises
confidence and generates momentum. Political will is a starting point and must be sustained by popular
support.

Much of the basis for moral judgment in the United States rests on the just war or natural law doctrine
passed down through the Judeo-Christian tradition. Moral considerations, therefore, are selfimposed
constraints that may be expected to impact decisions concerning responses to threats, in peace and war.
According to the just war tradition, consideration of moral restraints on military operations begins with a
discussion of the cause. If the cause is just, the good that results must outweigh the damage and
suffering that are entailed. It is also desirable under this tradition to make every effort to achieve a
peaceful solution to the problem before resorting to force.

Just war doctrine also guides behavior in war. The conduct of the war is vital to the justice of the entire
operation, meaning that even if the cause were just, severe violations of recognized rules of war would
undermine policy and the military action.”> There should also be concern about excessive collateral
damage, which may undermine political support for an operation. Any appearance of torture of civilian or
military prisoners, wanton murder of bystanders, forced starvation, or the needless destruction of homes
would be viewed as immoral and jeopardize both domestic and international support for U.S. military
operations generally.



S. Lambakis, J. Kiras, K. Kolet 9

Stakes and Measures of Success

Culture and political principles and ideas unique to the United States guide elected leaders in the
formulation of policies to promote and protect U.S interests. President George W. Bush recently cited the
American persona as entertained abroad as a reason the United States is threatened: “And we are
committed to defending America and our allies against ballistic missile attacks, against weapons of mass
destructiogzheld by rogue leaders in rogue nations that hate America, hate our values and hate what we
stand for.’

The United States and its adversaries may have differences in stakes and definitions of success and
victory. The United States has global interests, allies, and resources to protect. By virtue of its geography
and economic and political relationships, responding to most of these concerns takes place in regions
that are distant from U.S. territory. For the specific state in question, or others in the region, U.S. policies
may threaten interests perceived as crucial to the survival of the state and its leadership.

For example, North Korea viewed U.S. hegemony after the 1991 Persian Gulf War as a significant threat
to its regime: “The growing crisis with the national survival at stake, Kim Jong Il took seriously the critical
situation in which North Korea was left alone to face up to the U.S.A.... His decision called for
strengthening the national defense with all means and resolutely dealing with any American military
provocations. In absolute material terms, the U.S.A. is hundreds of times superior to North Korea. In
most experts’ opinion, there was no chance for North Korea to survive the American onslaught.’53
Adversaries may risk everything, it seems, including national destruction, because they have nothing left
to lose. Where there is a significant difference in the stake involved, in the calculations of some terrorist
leaders, the United States may be less willing than its adversary to continue the struggle. Withdrawing
from a conflict may conform with American cost/benefit calculations, as it did in the case of the humiliating
withdrawal from Somalia in 1993. The prosecution of the war against al Qaeda and the Afghanistan's
Taliban government in 2001 and 2002 demonstrates that adversaries can also misconstrue U.S.
character and resolve.

The United States also may have different scales for measuring victory and success than its adversaries.
U.S. military planning and operations rely on speed and efficiency through the application of advanced
technologies, thereby limiting U.S. casualties and collateral damage. Once engaged, U.S. forces intend to
“dominate” all aspects of the conflict and achieve the national leadership’s operational and strategic
objectives.54 Potential adversaries are unlikely to challenge U.S. superiority directly, but will instead seek
to use fear, initiate hostilities short of war, use indirect or unorthodox strategies (political and military), and
deny the U.S. access to the region to frustrate its ability to project power.55 “Victory” for a state adversary
may mean stalling U.S. action politically through pressure on regional allies, manipulating the
environment to promote high U.S. casualties and dissuade intervention,>® or generating U.S. domestic
resistance to intervention abroad through violence.”” It also may mean throwing a wrench (using low
technology means) into the technology sophisticated U.S. war machine, denying U.S. military progress by
bogging it down and encouraging political resistance at home. For the United States, the conditions for
‘ictory” have been explicitly stated and reflect the preference for decisive military engagements leading
to the unconditional surrender or capitulation of an adversary.58 “Success” may be nothing more for
adversaries than resisting and occasionally lashing out at U.S. citizens and/or property.59

It is difficult for Americans today to understand the relationship of their notions of victory when they are
held up along side those of an elusive opponent, a party who frames success and victory in the following
terms: “I am willing to sacrifice self and wealth for knights who never disappointed me. Knights who are
never fed up or deterred by death, even if the mill of war turns.®® However different the ends, we should
recall, nevertheless, that Americans too, some 225 years ago, shouldered a remarkably similar obligation
when they signed with their lives the Declaration of Independence: “And for the support of this
Declaration, with a firm Reliance on the Protection of divine Providence, we mutually pledge to each aher
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our Lives, our Fortunes, and our sacred Honor.” Subsequently, many did pay with their lives and
fortunes.

Acceptance of Vulnerabilities

The tolerance by the American people and its leadership of certain vulnerabilities represents a set of
preferences important to understanding the threat environment and why many are wont to use
“asymmetric” as a descriptor of present-day threats. There are, on the one hand, vulnerabilities inherent
to the U.S. form of government that are caused by such factors as U.S. open society arrangements and
the right of legal due process, even to malefactors. U.S. legal processes and constitutional principles
protect civil liberties (to include basic rights like freedom of assembly and freedom from unreasonable
search and seizure) and are also extended in many cases to foreigners.

The physical borders of the United States are relatively porous. Once inside the United States, all may
travel within national boundaries with relative ease. Assets and technologies within the United States are
available for all to exploit. The United States also fosters international trade and communication.
Cyberspace adds another dimension to the national commitment to freedom of movement, freedom of
access to information, and freedom of speech. These realities mean that critical public and private
infrastructures of the United States are, and will continue to be, vulnerable to attack, and that those who
desire to hurt U.S. citizens or interests can do so from within the U.S. homeland. America’s openness
and freedoms make it more vulnerable.®*

On the other hand, there are vulnerabilities that exist because certain dangers are deemed sufficiently
low-risk to warrant a rather low priority in defense planning. Absence of a clear and sustained policy over
more than three decades with respect to ballistic missile defense contributed to national vulnerability to all
classes of ballistic missiles. Similarly, while the potential problems of chemical and biological weapons
have not escaped the attention of policy-makers and defense planners, the country almost certainly has
not done all it can to prepare for the time when weapons of mass destruction may be used against U.S.
cities and troops. The problem of satellite vulnerability also has been raised in the administration of
George W. Bush; the country continues to tolerate a high degree of vulnerability in its satellite systems.

These preferences or tolerances limit the ability of Washington to impose its will, and they render the
United States vulnerable to an increasing range of threats against American forces and citizens overseas
and the U.S. homeland. As the September 11, 2001 attacks have demonstrated, shocking, catastrophic
attacks resulting from lack of defense preparedness to defeat known threats will cause Washington to
rethink the level of defense commitment it gives to some of these areas.

Multiple Adversaries, Diffuse Threats

Various elements within the U.S. national security organization remain focused on meeting the challenges
of a peer or “near peer” competitor.62 Yet the array of current and potential opponents confronting the
United States varies widely in terms of the character of the threats they pose and the lethality and striking
distance of weapons they may use. Adversaries range from such states as Russia, China, North Korea,
Irag, Iran, and Libya to non-state groups that attack U.S. citizens or challenge U.S. interests at home or
abroad. Non-state groups also vary considerably. They include groups such as Al Qaeda, Osama bin
Laden’s widely distributed network of anti-American jihad warriors, and narco-insurgents such as Fuerzas
Armadas Revolucionarias de Columbia (FARC).

In addition to the difficulties presented by the sheer number and diverse composition of potential
adversaries, those states, groups, and individuals possess a wide range of capabilities with which to
threaten or attack the United States. Capabilities range from information warfare and terrorism to an
ability to inflict significant damage using weapons of mass destruction. The United States spends vast
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amounts of money and devotes substantial resources to counter numerous threats to its citizenry,
institutions, infrastructure, and armed forces.”® That said, insofar as political-strategic surprises are a
natural part of international life, dollar expenditures alone cannot buy complete safety for American
citizens or immunity from terrorism and international crime.

In the absence of a central threat, the United States is attempting to meet all contingencies, from theater
war against near peers and rogue states to operations other than war against terrorist and irregular
groups. Inevitably, the United States is hard-pressed to address all eventualities, even with its
considerable resources.®* There often is little agreement in policy and planning circles as to which threats
should receive priority (the current focus on counterterrorism stands out as an exception), and
contingencies often arise unexpectedly.65 In the realm of intelligence, for example, the sheer volume d
information collected on familiar and emerging threats often overwhelms processing capability and ability
to focus on threats as priorities shift and change. Several notable intelligence failures serve as examples
of the problem: the surprise Indian underground nuclear weapons detonation in 1998, North Korea’s long-
range Taepo Dong launch that same year, Iran’s 1998 launch of a medium-range ballistic missile, and the
breakdown in analysis that led to the bombing of the Chinese Embassy in Belgrade in 1999, and, most
recently, the September 11, 2001 terrorist attacks.®

Although American policy-makers and planners could never consistently divine what their Soviet
counterparts were thinking, decades of intelligence gathering had familiarized Washington with the
Soviet/Warsaw Pact material threat to a large degree.6 Since 1989 the large number of new actors and
potential adversaries has overwhelmed American attempts to respond to them.®® Defense planning and
policy-making in the United States are made all the more difficult because the face of the adversary is
constantly changing.69 For example, little was known in the United States about the Japanese cult Aum
Shinrikyo prior to the 1995 Tokyo gas attack despite the cult leader’s paranoid anti-American rhetoric and
attempts to export dual-use technology from the United States.” Little is now heard of Aum (or Aleph as
they are known today), but groups like Abu Sayyef (the Philippines) and November 17 (Greece) continue
to target Americans overseas.” Intelligence is wanting on programs such as ballistic missile development
in rogue states, even though the United States has been challenged by such states directly or indirectly
for decades.” In short, the character of the competition between the United States has changed from a
single adversary threatening U.S. survival to many adversaries presenting different threats and posing
challenges varying in strategic significance and impact.

Ease of Acquisition of Destructive/Disruptive Weapons

Proliferation of highly destructive and disruptive weapons takes many forms. One form of proliferation
seeks to challenge the ability of the United States to project power worldwide by enhancing capabilities
and associated technologies of another party. For example, Russia has transferred or sold to the
People’s Republic of China a number of air, sea, and land platforms and systems.73 History has shown
that the proliferation of conventional weapons (as is the case with all kinds of proliferation) can be slowed
but no7f1 stopped entirely — it will continue despite the best attempts of the United States to regulate the
trade.

A form of proliferation that receives much attention from policy-makers involves the transfer of missile
technology. During the Cold War, the Soviet transfer of such technology to regional powers was a
problem but not a pressing danger for the United States. Missile technology in the developing world had
barely advanced beyond that used by the Germans in the Second World War; at best, the weapons could
strike regional targets in hostile, neighboring countries.” In addition, states that possessed long-range
ballistic missiles were significantly influenced by one or both superpowers.

The proliferation of missile technology combined with weapons of mass destruction is of much greater
concern to the United States. Ballistic and cruise missile technology is readily available. The global
economy has fostered development of worldwide linkages and established a web of trade relationships to
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form a significant marketplace for missile technologies and weapons of mass destruction (WMD). The
Rumsfeld Commission summarized the rationale for acquisition: “A number of countries with regional
ambitions do not welcome the U.S. role as a stabilizing power in their regions and have not accepted it
passively. Because of their ambitions, they want to place restraints on the U.S. capability to project power
or ir;guence into their regions. They see the acquisition of missile and WMD technology as a way of doing
so.”

Ballistic and cruise missiles carrying WMD"’ payloads pose a substantial threat to U.S. interests. The
mere possession of such weapons, combined with veiled threats and propaganda, may deter or coerce
the United States, especially if policy-makers “care a lot more about Los Angeles than Taipei.”78
Threatening America’s allies with ballistic missiles can deny regional access or force withdrawal of
deployed forces. The rationale of rogue states and others for acquiring WMD, according to one expert, is
that “WMD is the great strategic ‘equalizer’ — the means for ‘devaluing’ U.S. military might by exploiting
America’s well known aversion to casualties and its clear dependence upon access to ports, airfields,
military facilities and coastal waters in the theater of conflict.””® Several states acquiring or upgrading their
ballistic and cruise missiles are also investing in WMD capabilities, or are seeking assistance from other
states.® There is also concern that rogue states utilize Russian WMD expertise and material.®*

Some adversaries of the United States need not invest in conventional weapons, ballistic missiles, or
technological alliances to acquire destructive capabilities. America’s global economy, relatively porous
borders, open source intelligence and information, and inadequate law enforcement resources allow
access to a range of goods, services, and information that together can be developed into formidable
weapons. The knowledge and equipment necessary to manufacture biological and chemical agents are
well within the capabilities of some individuals and terrorist groups.82 Access to knowledge, skills, and
components has changed significantly: “In today's increasingly market-driven, global economy, nations so
motivated have faster, cheaper and more efficient access to modern technology. Commercial exchanges
and technology transfers have multiplied the pathways to those technologies needed for ballistic missiles
and weapons of mass destruction. These pathways reduce development times and costs, lowering both
technical and budget obstacles to missile development and deployment."83 Sometimes the ambiguous
threat of starting a WMD program can achieve desired goals. In at least one specific case, the United
States was coerced in this way.>*

Some non-state groups seek WMD merely to inflict punishment on the United States for grievances, real
or perceived. Although referring specifically to Israel, the words of a leader of Hezbollah captures the
intent of global terrorist groups: “We are not fighting so the enemy recognizes us and offers us something.
We are fighting to wipe out the enemy.’ > This desire to eradicate the United States has been
compounded by an acceptance of self-sacrifice in the name of the specific cause. According to Usamah
Bin Laden, “those youths know that their rewards in fighting you, the USA, is double than their rewards in
fighting some one [sic] else not from the people of the book. They have no intention except to enter
paradise by killing you. An infidel, and enemy of God like you, cannot be in the same hell with his
righteous executioner.”® Increasingly, however, groups with such beliefs are attempting to produce or
acquire chemical and biological weapons. Some groups, such as the cult Aum Shinrikyo, not only
attempted to manufacture biological and chemical weapons, it dso used them for seemingly irrational
purposes, to disseminate, for example, airborne anthrax using a spreader from the top of a high-rise or
assassinate the Imperial Crown Prince and his wife. Other groups attempt to manufacture or obtain
chemical or biological weapons based on assessments that appear in the open news media. 87

Other advances in technology could allow small groups or even individuals to deter, coerce, or punish
the United States without investing in WMD. Information technology drives the U.S. economy, yet the
technologies present U.S. vulnerabilities that adversaries can exploit using low-cost methods. Electro-
magnetic pulse (EMP) generated by a nuclear explosion could inflict severe damage on U.S.
telecommunications and power systems. Exponential advances in computing power and commercial
information technologies equate to a proliferation of sophisticated software and advanced hardware in the
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hands of individuals and small groups.88 One U.S. military officer succinctly stated the appeal of
information warfare: “Today's [Chinese] reserve forces can do something even the PLA could not for
many years — reach out and touch someone continents away with electronic and information Weapons.”89
If coercion is the goal, adversaries can conceivably seize control of U.S. information systems from
anywhere on the planet with equipment as basic as a laptop computer, some software applications, and a
modem. In some cases automated control systems could be hijacked virtually, resulting in environmental
disasters or the sabotage of commercial and public transportation systems.90 China’s proficiency in
attacking U.S. computer networks gain considerable notoriety in 2001.%

Summary

This survey suggests that the United States faces some very real threats—threats that might qualify as
“different,” “unorthodox,” or even “unimaginable”—despite its often cited dominance in the current security
environment. The United States places significant constraints on its ability to act in the international
arena, despite the fact that Washington faces abundant challenges. It faces a wide range of actors that
have different measures of victory and success or for whom conflict with the United States may be a
survival-level interest. Those actors either are equipping themselves or ae already equipped with a range
of highly destructive and/or disruptive capabilities that can strike the United States from a distance or
deny it access to the region. The threat posed by those capabilities, stated or implicit, can deter or coerce
the United States. “Asymmetric” threats, as these are commonly referred to, can become dangerous
when the U.S. leadership fails to adapt to competition in which the rules of conduct are different.

Section 2: Threat Characteristics and Descriptions

Adversaries are unlikely to attack U.S. strengths directly but instead will probe for gaps and exploit
vulnerabilities. Developing strengths and searching for weaknesses are dynamic processes. Developing
a list of threats and responses is only limited by time and imagination. = The means and methods
discussed SE)Zelow capture a spectrum of capabilities that may be married to a range of possible adversarial
objectives.

Characteristics of “Asymmetric Threats”

A problem with defining “asymmetric threats” is that a definition implies that the universe of threats divides
neatly into the symmetric and the asymmetric. Notwithstanding the apparent clarity of some cases, there
is no more definitive a test for what is an asymmetric threat than there is for who is a terrorist. If me
person’s terrorist is another's freedom fighter, so one state’s or group’s asymmetric threat is another’s
standard modus operandi.

The characteristics of threats that generally are deemed to be “asymmetric” include:

a. “unusual” threats, at least as Americans perceive them (e.g., taking, torturing hostages);

b. “irregular” threats, in that they are posed by instruments unrecognized by the practice and laws of
wars, treaties, and arms control agreements (e.g., nuclear explosions to disrupt satellite
operations);

c. threats “unmatched” to the American arsenal of capabilites and plans that may or may not

appear truly dangerous (from a survival standpoint) but certainly look different from war (such as
the September 11 attacks);
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d. threats highly leveraged against U.S. military and civil assets (e.g., ballistic missiles and weapons
of mass destruction);

e. threats that are difficult to respond to in kind (e.qg., terrorism, and WMD use);

f. threats difficult to respond to in a discriminate and proportionate manner, rendering the readily
available U.S. military response unduly heavy handed, if not plainly irrelevant, or ensnaring policy
in a lengthy political or legal process which inhibits any real action (e.g., nuclear terrorism,
guerrilla warfare, and sabotage); and

g. threats that are conducive to the frightening prespect of the “unknown unknown” (e.g., the
unthinkable ramifications that may be associated with an extensive attack with biological
weapons).

This list is neither complete nor mutually exclusive, but it serves to highlight a range of threat possibilities
and the extent to which they can overlap. All of the characteristics identified above focus on what may be
considered to be the “different,” “unknown,” “unconventional,” or “unimaginable.”  With many of these
threats, we know only that there is something lurking out there, yet we are not certain how, when, or
where to look for them.

Yet the United States should be interested not simply in threats that are unusual, different, or designed to
evade American strengths. Rather, the United States has to focus on threats, which in this case happen
to warrant description in the minds of many as “asymmetrical,” that if executed could wreak great damage
upon American interests. In other words, it is not sufficient just for a threat to be different; it also needs to
be effective. Many candidate “asymmetric threats” are not aimed at achieving a measure of physical
control and do not rely on brute strength to succeed, but rather work in an offsetting manner with the
inadvertent cooperation of the victim (e.g., the acceptance of certain vulnerabilities, such as open borders
or political delay in deployment of a ballistic missile defense system). It follows that the effectiveness of
those threats reflects, in part, American choices and preferences.

Careful reconsideration of “asymmetric threats,” and responses to them, leads to the working conclusion
that this analytical process is nothing more than effective strategy at work between combatants. Because
choices for asymmetric activity merge with common-sense approaches to strategy, such as applying Sun
Tzu’s precepts for doing what the enemy does not expect,93 there is virtue in partitioning the phenomenon
of highly irregular “asymmetric threats.” These threats work in four main ways (which, again, may
overlap): they defeat our strategic imagination; they pose possible menaces so awful and awesome that
governments dare not respond, at least not until actual experience provides incontrovertible evidence of
the threat; and they challenge successfully our ability to respond effectively.

Every security community is the prisoner of its own strategic expectations. Efforts at strategic deception
tend to work when they show enemies what they expect to see.” U.S. historical experience, culture, and
geopolitical context, as well as the practical constraints of government (limited information, time, money,
flexibility), prompt planners and policy-makers to prepare for some contingencies but not others. The
United States prepares for threats upon which consensual agreement has been reached. It may be unjust
or inaccurate to identify failure of imagination as the strategic culprit, when the problem reduces to
knowing how to act in face of the full array of imaginative possibilities. More often than not, the difficulty
lies not so much in a failure of imagination, as someone will have thought of the threat at issue, but rather
in an understandable failure of confidence in imaginative threat identification. 9

Experience suggests that the U.S. defense community, with its hundreds of planning staffs, study groups,
and independent theorists, has little difficulty imagining dire “asymmetric threats.” A converse argument
also may be made that that the pressure for consensus in the defense and intelligence communities is an
effective barrier to imaginative thinking. There is considerable disincentive to making imaginative threat
assessments, in other words, that are not congruent with an institution’s way of thinking. These forces
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may be said to have led to such tragedies as the 1941 Japanese attack on Pearl Harbor and the 1968 Tet
Offensive in the Vietnam conflict. Nevertheless, the problem still lies in locating decision rules to filter
threats worthy of serious attention from the rest. Even the wealthiest polity cannot afford to invest in
tailored responses to all conceivable threats.

The danger posed by many “asymmetric threats” comes about with the unwitting cooperation of its
intended victims. In the case of terrorism, for example, if the leadership and population of the United
States permit acts of terror to spread fear and drive citizens into a garrison state mentality, then at best
Americans will have to accept a very high price as the cost of living with this asymmetric foe. At worst,
the United States may discover that the responses it has initiated to counter terrorism are so burdensome
that it must compromise politically.

Because most “imagined threats” do not come to pass, it follows that most of them can be safely ignored.
But it can be difficult to separate with high assurance those threats that can be ignored with impunity and
those that cannot. “Acts of God,” such as giant tsunamis or planetary collision with a near-earth object,
tend to be classified in official and popular minds as events so unpredictable and awful as to be beyond
policy preparation or anticipation. Apart from the obvious danger of public panic, the difficulty and cost of
suitable anticipatory responses are self-deterring. Even when the threat approaches both high plausibility
and amenability to a reliable solution — as in the menace presented by rogue government missile attacks
— government and public are likely to opt for the non-response of psychological denial.’®

The purveyor of an “asymmetric threat,” such as a biological agent, would ideally not leave a business
card with an address at the scene of the crime, although states may choose to use BW on the battlefield
without fear of being identified or may wish to use a BW threat to coerce or deter the United States. As
we have seen, highly irregular “asymmetric” warriors can succeed when they are indifferent to personal
survival and/or when they can merge anonymously into urban environments or forbidding physical terrain.
In Afghanistan, for example, although irregular foes generally can function only with the willing or coerced
acquiescence of host governments, it is by no means an elementary matter for the United States to “drain
the swamps” in which al Qaeda lives.”” Other difficulties include: the state “swamps’ at issue are
inhabited by many people deemed to be innocent; they will have affiliates abroad, some of whose official
and popular opinion the United States will need to take seriously; and operational problems can render
problematic the robust intentions expressed and muscular language used in American policy statements.
American responses to “asymmetric threats” must not only be effective but also politically and morally
tolerable in our culture (see Section 1). The Roman Empire devised and practiced standard operating
procedures against irregular foes, domestic and foreign, that were extremely effective for that day and
time.”® Those procedures could not be followed today by U.S. society in the contexts of the laws of war
and “the CNN factor.”

The Different, The Unorthodox, The Unimaginable

It would be a mistake to attempt to provide a comprehensive list of so-called “asymmetric threats.” What
is “asymmetric” is ever changing and context-dependent. Nonetheless, the United States faces threats
that it considers to be different, unorthodox, and unimaginable—in other words, threats that are
conceptually beyond that which it has considered to be “ordinary” and “conventional’ and which have
dominated Washington’s approach to defense planning over the past several decades. These kinds of
threats routinely find their way into the ever-growing “asymmetric” basket.

The second part of this section explores some of the threat characteristics just discussed. Many of the
threats the United States faces stem fom the factors associated with the current security environment
discussed in Section 2, but also from key military-technical trends, such as the rapid advancement of
technologies for sensors, information processing, precision guidance, and the proliferation of weapons of
mass destruction and ballistic missiles. Possibilities also have opened up for new arenas for military
competition, such as in space or cyberspace. All of these factors increase the chances that the United
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States will be surprised or that it will miscalculate in planning and response. Different, unorthodox, and
unimaginable threats, when they are executed effectively, can be significant and menacing. They can
also be highly leveraging economically, achieving results substantially disproportionate to the costs of an
effective defense. This section describes some threats that could be classified as significant menaces
with which American political leaders or military forces may not be able to cope very well.

Foreign writings reveal several assumptions about the West and conflict, though these are not
necessarily universally held: that Western states have an aversion to casualties and damage, are
sensitive to public opinion, will not commit to a long war, and focus on precision attack (even from stand-
off ranges) to protect U.S. forces and minimize collateral damage and death of innocents.”® Based on
these assumptions, adversaries of the United States are likely to attempt to interfere with our intentions to
end a conflict quickly and at minimum cost, deny the U.S. unfettered access to air bases in nearby
territories through diplomatic and political pressure on host countries, strive for stalemate to extend and
frustrate a campaign by the U.S. and its allies, and demonstrate U.S. political weakness or undercut U.S.
stature in the world by striking deployed forces, embassies, or homeland targets.100

From the Gulf War, the first large-scale regional conflict since the end of the Cold War undertaken by U.S.
forces, allies and potential adversaries observed the force projection capabilities and operational prowess
of the United States and drew several lessons. First, potential adversaries are likely to try to prevent the
United States from massing forces in theater and to more directly pressure regional U.S. allies against
involvement.*%* Manipulating the theater of battle in which the United States intervenes may undermine
U.S. advantages in conventional force projection and weaken public and allied support for U.S. action
there. The theater may be manipulated by coercing allies, assuming and inflicting calculated losses,
employing shocking or unfamiliar non-Western combat methods, circumventing technological
advantages, and adopting attrition strategies.

Potential adversaries also observed the enormous effort required to muster and sustain support within the
United States and among coalition partners. Other states operate outside the constraints of American-
style democracy and alliances, which may be an advantage in a conflict with the United States. An
adversary with few domestic constraints, acting unilaterally, can mobilize quickly and achieve almost total
surprise while the United States needs time to build political consensus for action.*® Thus, an adversary
may view the U.S. political structure and culture as vulnerable, and attempt to influence decision-making.

Another way in which adversaries may seek to manipulate the outcome of a conflict with the United
States is to mire it in a conflict that cannot be won or withdrawn from without unacceptable
consequences. This circumstance could be advantageous to an adversary given the potential to exhaust
the will and resources of the United States to fight. In Irag, American and British involvement continues
with the enforcement of the no-fly zones at considerable cost, militarily, monetarily, and politically. From
the end of the Gulf War to November 1998, the Defense Department spent $6.9 billion on operations in
the Persian Gulf."®® Saddam Hussein’s wartime strategy reflected his understanding of U.S. weaknesses,
that as a war dragged on, casualties mounted, and other Arab states that identified with his cause led to
fractures in the coalition, U.S. resolve would wane.’®* In response to the coalition objective of liberating
Kuwait, Saddam’s strategy was intended to maximize coalition casualties and inflict maximum damage on
Kuwaiti oil fields.™*

Terrorism

As we have seen, inflicting and taking casualties might threaten the ability of the United States to achieve
goals in a conflict; when adversaries have no concern for preserving even their own lives, they are difficult
understand.'®® Bombs delivered to their targets by people are nothing new; the lethality of recent attacks
and seemingly large number of “weaponized humans” and the difficulty of detecting them, however,
constitute a new kind of threat to U.S. security. In the September 11 attack, nineteen hijackers inflicted
more casualties than the Japanese Navy did at Pearl Harbor in 1941." The horrific way thousands of
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people were killed in New York, Pennsylvania, and Washington was so shocking to the American mind
that the President observed, “No one could have possibly dreamed that it would come in the way it did."%®

Attacks in which explosive-laden vehicles are driven into U.S. targets have persisted for several years. In
each case, the United States was not at war with the nation in which the attack took place and the targets
have been national assets: military installations, naval vessels, and embassies. U.S. planners recognize
the need to mitigate physically the vulnerabilities identified by each attack,'® but resist changing the way
of life or foreign policy in response to these attacks—which would constitute compromising American
ideals and principles.

The martyr-mindset behind an attack, h which an individual's goal is to die with his enemy, is difficult to
anticipate and defend against. Even lIsrael, which has far more experience than the United States in
coping with these attacks, has not been able to prevent them.™™® The United States addresses the threat
of weaponized people by physical security changes around likely targets,lll by freezing the assets of
individuals and organizations thought to support the attacks, and through far-reaching diplomatic efforts to
locate and halt the organizers of the attacks."™* While the goal of a suicide attack may be martyrdom, the
United States designs defenses against the attackers themselves but does not address the bomber’s
grievances. To do so would undermine U.S. values as it legitimizes terror as a means to influence policy.
If defeating the individual martyr is difficult to achieve, it can be even harder to comprehend and
counteract the mindset of a leader willing to accept national martyrdom in the hopes of seriously
damaging the United States. Such a mindset is beyond the U.S. understanding of a rational actor.™?

Prior to September 11, 2001, homeland defense was conceived in terms almost exclusively related to
weapons of mass destruction (WMD), missile attacks, and/or information warfare.”™ Yet terrorism,"*
insurgency,116 :sabotage,117 and other forms of irregular warfare in the homeland have been a feature of
the American political landscape, in one form or another, since the rebellion against “taxation without
representation” pitted the colonies against the wealth and power of Great Britain. Yet, forms of irregular
warfare have played a relatively minor role in discussions regarding homeland defense.™® The perception
changed dramatically when mass-scale terrorism on U.S. soil became a reality.

The nature of terrorism, to create widespread fear and influence decision-making, has not changed. The
character of post-Cold War terrorism, however, is different from that used by terrorists driven primarily by
political ideology.119 Although terrorists will continue to strike at national symbols or icons such as the
Pentagon or the Eiffel Tower,™™ there is a noticeable trend among terrorist groups willing to become
martyrs towards conducting fewer attacks but producing more numerous casualties.*”* A number of sub-
state actors justify their actions using a religious and/or millennial worldview that supports indiscriminate,
mass casualty attack on “unbelievers” including civilians."?* Terrorists no longer follow the motto: “a lot of
people watching, not a lot of people dead.”? In addition, some groups possess technical expertise and
funding to purchase weapons or develop capabilities to strike the United States from a distance. Included
in their motivations is a desire to acquire weapons of mass destruction. Such adversaries may be
undeterrable.

American decision-making may also be affected by multiple, geographically distant, resource-intensive
conflicts. The U.S. post-Cold War security strategy has been oriented toward deterring opportunism,
avoiding a situation in which an agg;eressor in one region may attempt to take advantage when U.S. forces
are heavily committed elsewhere. Some adversaries may attempt just that, widening conflict by
providing assistance to countries hostile to the United States and dispersing American resources by
increasing the time and attention it must pay to numerous actors. For example, China and Russia, by
providing ballistic missile development and/or nuclear assistance to North Korea, India, Pakistan, and
Iran, are broadening the threat spectrum the United States faces in vital regions. Iran has been deeply
involved in widening the circle of threats the United States may face, generally at a low-intensity level,
attempting to assassinate dissidents abroad, frustrate the Arab-Israeli peace process, and export
revolution to Turkey, Egypt, and North Africa. 125
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Exploiting Technological Vulnerability

Adversaries also may exploit technology dependence. Information collection and reporting systems from
satellites, sensors, and aircraft were used to cevastating effect in Operation Desert Storm in 1991 in
Operation Enduring Freedom, which continues. The volume, quality, and speed with which coalition
forces could process information contributed to the “multiplier effect” of weapons technologies and
situation awareness for which the conventional Iraqgi forces had neither an effective counterpart nor an
effective countermeasure.’”® However, the rapid technological transformation of the military proposed by
the Joint Chiefs of Staff in their Joint Vision 2010 may pose difficulties for future operations due to the fact
that computer and communications networking systems could create weaknesses in the security and
efficiency of the system.127

Unless accompanied by proper back-ups, American reliance on technology is a liability when technology
is compromised or its function disrupted. Information warfare is waged between computer programmers,
attacking and defending digital systems remotely, not soldiers with conventional weapons. Confrontation
in cyberspace may be an inevitability given advanced U.S. technology, a preference for technological
solutions that distance soldiers from immediate physical danger and reduce battleground uncertainties,
the ease with which skills and equipment can be obtained, and the ability to strike almost any target
connected to the World Wide Web. Because of the availability of computer components and the
standard characteristics of programming and usage, the American military’s reliance on its computers is
perceived as both a strength and a serious weakness—this was demonstrated in late 2000 by the theft of
top secret U.S. computer system codes for guiding space ships, rockets, and satellites.™?®

U.S. technological superiority, manifested in a growing reliance upon electronic equipment in civil and
military systems infrastructures, can be shut down by exploding a nuclear weapon in the atmosphere
above the United States. An explosion would generate an electromagnetic pulse (EMP), which American
planners know destroys unshielded electronic circuitry on earth- and space-based platforms and causes
cars to stall and telephone systems to fail.'?® The strategic and tactical threat of EMP has increased with
missile proliferation.130 EMP could affect homeland infrastructure, forces in theater, and satellite
communications, affecting the ability of the United States to operate and coordinate a military
response.131 The effects of EMP have been known for thirty years, constituting a classic “Achilles heel”
problem.132 A key reason for U.S. nuclear esting was to learn how to harden electronic circuitry from
EMP effects. Unless and until testing resumes, even at a low-yield level, it will be challenging to develop
shielding for high-technology-dependent systems.

Vulnerability in Space

There is some ooncern in the administration of George W. Bush that the United States is not adequately
defending itself in space. The space commission chaired by Donald Rumsfeld, before he was selected to
be the U.S. Secretary of Defense, concluded that the United States is at risk of experiencing a “space
Pearl Harbor.™® There certainly is good reason to be concerned—the United States is more dependent
on space than any other nation. In time of crisis or war, attacks on U.S. space platforms would be even
more serious. U.S. vulnerabilities in this area and the reality that the United States has been surprised in
the past and has experienced technical space system failures are reasons for concern. As the
Commission noted in its report, “surprise is most often not a lack of warning, but the result of a tendency
to dismiss as reckless what we consider improbable."134 The 2001 Quadrennial Defense Review
underscored that during crises and wars, adversaries may target the national, allied, or commercial space
systems we rely on “as an asymmetric means of countering or reducing U.S. military operational
effectiveness, intelligence capabilities, economic and social stability, and national will.*°
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Unconventional Warfare

Operations in cities are another type of engagement U.S. forces will face in the future. Military shorthand
for these actions is military operations in urban terrain.”*®  The services and Joint Staff are working to
overcome intelligence and tactical shortfalls experienced in Somalia (1992-93), Bosnia (1995 to present),
and Kosovo (1999).137 Poor intelligence is identified as a persistent major problem, as “those developing
countries that U.S. military planners regard as having the greatest potential for urban operations occupy
the lowest priority within current national intelligence collection efforts.”* Training and intelligence
concerns are being addressed, but it is important to note that urban environments are enormously
demanding on military resources: the Army and Marine Corps estimate that fighting in an urban setting
demands nine times the ground forces of operations on open terrain.™®®  While American planners seek
to improve security and reduce the advantages of the enemy, conflict in an urban setting can level the
playing field somewhat for a less sophisticated force.*°

Ballistic and Cruise Missiles

Proliferation of WMD and long-range means of delivery exploit U.S. vulnerabilities, challenge our
understanding of “escalation dominance,” and may undermine U.S. will to engage. As with other
“asymmetric threats,” disagreement as to the severity, proximity, and appropriate response to the ballistic
missile threat produce different policy and strategy recommendations. It is not in dispute, however, that
the United States is vulnerable to ballistic and cruise missile attack and that proliferation of missiles and
WMD payloads are on the rise. The Intelligence Community estimates that about a dozen states now
possess or are actively pursuing offensive chemical and biological capabilities.141

Many states that have programs to produce weapons of mass destruction also have programs to acquire
ballistic missiles. Proliferation and the relatively low cost of purchasing missiles and WMD have made
missiles more accessible and the threat they pose to the U.S. homeland and deployed forces more
pervasive. A number of states possess numerous short- and medium-range ballistic missiles, which pose
a significant threat to U.S. forces deployed abroad as well as to allied and friendly population centers.
Leaders of many potential adversaries, to include North Korea, Iran, Iraq, and Libya, have demonstrated
a willingness to gamble and have confessed that they are acquiring WMD and even longer-range missiles
to prevent the United States from coming to the aid of regional allies. Hence, enemy missiles could be
used as a tool of coercion or deterrence. Weapons of mass destruction and long- or medium-range
ballistic missiles could allow regional powers to do three things they otherwise might not be able to do:
deter the United States by threatening to damage significantly an urban center of one of our allies;
constrain U.S. policy and military operations in a given region; and cause direct harm to the U.S.
homeland.

The combined threats of WMD and ballistic missile development face U.S. forces on the Korean
peninsula. In the Korean War, North Korea (the Democratic People’s Republic of Korea, or DPRK) failed
in their efforts to defeat U.S. and South Korean (Republic of Korea, or ROK) forces; fifty years later it has,
or may soon have, the capability to broaden the battleground beyond the Korean Peninsula and hit not
only Japan and Hawaii but also the Continental U.S. with ballistic missiles.*** The U.S. intelligence
community writes that North Korea’s as yet untested Taepo-Dong 2 ballistic missile “is capable of
reaching parts of the United States with a nuclear weapon-sized (several hundred kg) payload.’”‘L43 These
weapons increase the leverage of the DPRK against the ROK and U.S.: “[What] ties the hands of the
American and the South Korean troops is the capability of the Korean People’s Army to turn Seoul and its
neighboring areas into a sea of fire at any time....’
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Weapons of Mass Destruction

Chemical and biological weapons pose a significant threat to U.S. security. Such weapons not only
threaten human life, but can be used against agricultural targets (both animals and crops), resulting in
enormous economic disruption. Such threats are expected to grow in the coming years as rising
numbers of states explore their uses.'*  The Department of Defense considers ballistic and cruise
missiles, artillery and military aircraft, and unconventional means such as aircraft, trucks, or boats
outfitted with improvised distribution devices potential delivery vehicles for chemical Weapons.146 They
can be used for biological weapons delivery as well.

Mass casualty weapons, chemical, biological, radiological, toxic, and nuclear agents, can impose
indiscriminate destruction on an adversary’s population or armed forces.**’ WMD pose particular
challenges to the United States, which seeks to both prevent the spread of these weapons and defend
against their use. The various types of WMD have different production and delivery methods, but all can
be obtained and weaponized by states and non-state actors.*®

Nuclear weapons release vast amounts of energy through nuclear fission or fusion, which are extremely
destructive explosive processes. Radiological weapons disperse radioactive substances but do not
produce a nuclear exploe.ion.149 Chemical weapons are derived from natural and synthetic chemicals that
act as general cell poisons or as inhibitors of specialized body control systems.150 Chemical agents may
be in the form of a gas, aerosol, liquid, or solid, and their effectiveness is affected by their own physical
properties such as volatility, hydrolytic stability, and vapor density,151 and those of the environment into
which they are introduced, such as wind, air, and surface temperature, rain, and humidity.152 Biological
and toxin weapons agents are derived from nature. Biological agents are disease-causing organisms and
materials'>*—whether viral, bacteriological, rickettsiae, fungal, or protein—that can cause damage to or
death of humans, animals, or plants. Toxins are the harmful chemicals that can be produced by bacteria,
marine organisms, fungi, plants, and animals.

A nuclear detonation can cause thousands of deaths and many square miles of devastation. Radiological
weapons can contaminate large areas as well, and cause serious illness to exposed living things and
lasting effects on the environment. Hundreds of thousands of people can be killed by a disease
epidemic—indeed, this is not without precedent in U.S. history.154 “Dark Winter,” a senior-level wargame,
studied the development of a scenario in which smallpox had been deliberately introduced in three states
in the United States. Analysts determined that should a contagious bioweapon pathogen be used today,
containing the spread of disease will present significant ethical, political, cultural, operational and legal
challenges, and result in massive civilian casualties, breakdown in essential institutions, violation of
democratic processes, civil disorder, loss of confidence in government, and reduced U.S. strategic
flexibility abroad.™ 1t is important to note that chemical and biological agents need not be fatal to be
effective: “terrorist groups could employ biological agents to incapacitate, rather than kil

Economic strength and development are also vulnerable to WMD. The World Trade Center bombings
demonstrated that homeland symbolic and economic centers are targets; it is reasonable to assume that
the technology-dependent New York Stock Exchange and the computer-networked national banking
systems are vulnerable to physical or cyber attack. The threat of WMD use may also generate economic
leverage. Plant and animal pathogens used against agricultural targets could create both economic
devastation and the possibility that a criminal group might seek to exploit such an attack for economic
advantage.157 Agricultural infection with biological weapons is a concern because it is extremely
destructive and relatively easy to carry out.® In addition to economic impact and pressure on the
government, fear that diseases will be transmitted from animals to people heightens attention to possible
agricultural agents.159

Diseases such as foot-and-mouth disease harm or kill food animals.’®® The U.S. Department of
Agriculture has estimated that a limited outbreak of foot-and-mouth disease—one that is limited to 10 or
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fewer farms and which is quickly diagnosed and eliminated—would cost the United States a minimum of
$2 billion. ™" Major plant crops have been attacked by fungi and other disease-causing agents, resulting
in economic losses and, at times, famine. An historic case was the Irish potato famine of 1845-46,
caused by a fungus. More than one million people died in the resulting famine, and 2 million more
emigrated. Such events have occurred in the past due to the vagaries of nature.

However, there is also a history of diseases and toxins being spread purposefully to debilitate or destroy
opponents. Scythian archers used arrows dipped in blood and manure or decomposing bodies in 400
B.C. During the Middle Ages, infected cadavers were catapulted over castle walls by invaders to cause
disease and debilitation of those under siege. In 1763, blankets that had been used by smallpox victims
were distributed to Native Americans with the intention of spreading the disease to them. In 1952, African
bush milk (a plant toxin) was used by the Mau Mau to infect steers at a Kenyan mission station.*®
Pathoqens or their toxins could be used to destroy crops, animals, humans, and materials in the U.S.
today. ®® The number of times that the Federal Bureau of Investigation has responded to incidents
involving a threat to use biological weapons in the United States has increased dramatically in recent
years.164 And until the September-October 2001 spread of anthrax through the U.S. mail, no deaths
causetljssby the deliberate introduction of hological agents had been reported in the U.S. in twenty-five
years.

Production of WMD agents utilizes materials, equipment, and knowledge that are dual-use; there is no
way to limit the tools or the knowledge to produce WMD. Any nation, group, or individual that wants to
acquire such weapons can readily find the pathogen or source for most of the toxins and diseases that
could be used as weapons against man, agricultural crops, and animals. Pharmaceutical industries and
domestic nuclear power plants also provide the resources for weapons production. The knowledge of
how to produce weaponized agents and materials is the same as the knowledge required for legitimate
biological, chemical, and nuclear research and production, although some challenges exist for their
effective employment.166

Eco-Vulnerability

Another aspect of American vulnerability that may be exploited is concern for the environment.
Recognition of the value of vital resources may be generalized, as the environment is shared in a region,
but interest in its preservation cannot be presumed to be shared. When withdrawing from Kuwait, Iraqi
forces set off explosive charges on Kuwait's oil wells, “a vengeful act of destruction.”™® It is estimated
that between seven to nine million barrels of dl were set free in the Gulf by Iragis; 590 oil well heads were
dama?ed or destroyed; 508 were set on fire; and 82 were damaged so that oil was flowing freely from
them. ®® Damage to the Gulf was not limited to Kuwaiti shores; all coastal states in the Gulf region
suffered from the contamination.™®®

Russian Views of "Asymmetric" Threats and Warfare

It is tempting to conclude that, after the September 11, 2001, terrorist attacks on the United States,
Russia is increasingly appreciative of the U.S. perception of “asymmetric” threats. That conclusion would
be premature. Certainly some in Moscow do recognize the confluence of dangers that swirl around
American discussions of asymmetry. For example, Kremlin insider Gleb Pavlovsky observes that:

That enemy today has grown; it has become stronger and smarter. That enemy has seized and is
holding the initiative, employing a new type of weapon - a “combinational weapon” that, as we
see today, can be successfully employed against a big nuclear power.
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During his visit to the U.S., Vladimir Putin must by all means take a look at ground zero - the
place of the terrorist attacks in Manhattan. For it is precisely here that he will see what place the
terrorists are preparing for Russia in their “new world.”

All disputes @out precisely who is employing that weapon, i.e., who is upsetting the existing
symmetry of forces in the world, are not that important.

Anyone who uses or is ready to use these technologies, irrespective of whether he resorts to
hijacking planes, employing anthrax bacilli or simply a Kalishnikov assault rifle is the enemy.

If today we are unable to swiftly check his attempts to interfere in the symmetry of armaments,
then it is inevitable that tomorrow, such a method of waging warfare will be used by everyone.

This will be something horrible - a world built not on a symmetrical balance of armaments and
international law, but rather a world built on subversive operations that are planned with utmost
cynicism, so as to cause the maximum moral damage to the other party.”o

Other evidence suggests this perspective is either of limited appeal in Moscow or a tactical vehicle for the
pursuit of more “traditional” objectives in the U.S.-Russian relationship. For example, although there is a
clear sense of sympathy for the victims of the tragedy associated with the terror attacks, assessments of
Russian elite and public opinion seem to have little consistency. On October 18, Interfax wrote that over
seventy percent of Russians favor a close alliance between Russia and the United States in fighting
terrorism.””* However, another poll by the All-Russian Center for the Study of Public Opinion noted that
half of their respondents agreed with the statement: “It served the Americans right, now they will know
how the people of Hiroshima and Nagasaki, Iraq and Yugoslavia felt"’> Other data note a marked
difference between elite and public opinion and suggest that Soviet-era propaganda constrains
identification with American concerns.

Why then has September 11 precipitated a new Russian interest in rapprochement with the United
States? There are several reasons, including:

= Russian intransigence has been unable to dislodge American interest in deploying strategic
missile defenses and moving beyond the ABM Treaty;

= Improved relations with the West, in particular the United States, are essential if Russia is to deal
with debt issues and economic reform and move beyond an economy dependent on petroleum
exports;

= A *handshake with America over the heads” of Europe may be a good lever for improving
Russia’s relations with the EU and other European institutions on terms more favorable to the
Kremlin;

= Russia hopes to legitimize its conduct of the war in Chechnya, or at least temper Western
criticism; and

= An exclusively eastward orientation (toward the PRC) limits Russia’s diplomatic flexibility.

Note that, with perhaps the exception of Chechnya, Russian solidarity with the U.S. post-September 11
has little to do with shared threat perception.173 In fact, Russia’'s perception of an external threat has,
since the mid-1990s, focused on the United States rather than "asymmetric" threats to Russian security.
For example, Russia’s most recent National Security Concept explicitly identifies NATO and the United
States as forces hostile to Russian interests and the international system. Some influential hard-liners
even see the U.S. response to September 11 though this prism. According to one influential former
Ministry of Defense official, Leonid Ivashov:
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[The U.S. response to terrorism] is being done in the name of U.S. interests, in the name of
subordination to U.S. policy, in the name of the new world order proclaimed by George Bush, Sr.
in 1991. The essence of this world order is: A global Monroe Doctrine or, simply speaking, world
domination. And if we go back to the question of the in-depth reasons for the events of 11
September 2001, in my opinion, paradoxical as it may seem, the roots of this tragedy go back to
1991, the breakup of the Soviet union (which did not happen without U.S. involvement). After all,
it was the USSR's existence that hampered the realization of the global American dream (in my
opinion, a fatal dream) about the United States as a country chosen by God, about its right to
expansion and aggression against uncivilized nations.*”*

Less extreme views in the Kremlin still regard American policy as the source of Russia’s security
problems. The "asymmetric" threats that motivate U.S. initiatives like missile defense are of limited
relevance in Moscow’s strategic calculus (with, perhaps, the exception of the Chechnya case). According
to Oleg Chernov, Deputy Secretary of the Security Council of the Russian Federation: “We regard U.S.
intention to deploy the National Missile Defense system under the pretext of threats from the so-called
rogue states, and to consequently undermine the cornerstone of strategic stability which is the 1972 ABM
Treaty, within the same category.”175

At the same time Russia is suspicious of U.S. motives, it also has interests in the countries that the U.S.
often identifies as the source of “asymmetric” threats. Countries like Iran and Iraq are interested in
purchasing Russian military hardware and technology. Russia’s new “strategic partner,” China, is even
more interested in acquiring Russian military know-how, including ICBM technology. For example,
Russia is trying to persuade China to help fund Russia’'s GLONASS navigation satellites in exchange for
access to the system.176 Other countries like Vietnam are less able to pay the cash that Moscow desires
but are otherwise willing to cater to the Kremlin's diplomatic agenda.

If Russia does not perceive the set of threats that the U.S. does—indeed if Russia retains a core of
hostility to U.S. influence in the world—then we must ask what sort of threats Russia may pose to the
United States. Russia explicitly addresses the term “asymmetry” primarily in the context of a response to
the deployment of a U.S. strategic missile defense.

As observed by a popular Russian weekly in 2000:

During a graduation ceremony & the Peter the Great Missile Forces Academy, [then] Strategic
Missile Troops Commander-in-Chief Vladimir Yakovlev unexpectedly described the essence of
the “asymmetrical measures” to be taken if and when the United States goes ahead with its plans
to create a national missile defense system. Firstly, the number of warheads on ICBMs would be
increased. As soon as this is done, Yakovlev believes, the American missile defense “will become
even more of a myth than it is now.” Secondly - and this is a sensation - Yakovlev does not rule
out the possibility that Russia may withdraw from the treaty on destruction of mid-range and
short-range missiles. Such missiles cannot reach the U.S. (their range is under 5, 500
kilometers), but they can, and will, cover Europe. If the INF treaty becomes history, Europe will
revert to its former role of hostage in the standoff between the two major nuclear powers.177

This sort of “asymmetry” seems less akin to Washington’s concerns about “asymmetric” threats than it
does to the classic military equation of offense versus defense.

Looking instead to proliferation, we see a Russia that continues to transfer weapons and technology to
countries of concern like Iran, Irag, and China. For its part, Russia insists it complies with nonproliferation
pacts like the Missile Technology Control Regime and that illicit transfers, when brought to light, are the
work of individuals. However, the recentralization of authority during the Putin era should reinforce the
observation that much of the flow of military technology occurs with the tacit or explicit blessing of the
government, the Ministry of Defense, or major defense industry entities. Some of this is the result of
individual corruption, some clearly the result of policy choices.
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While such proliferation may in fact be contrary to Russian long-term interests, it is important to recognize
that near term considerations are more important, particularly for nationalist and communist factions that
remain influential. For example, the Liberal Democrats, a small extreme nationalist party, submitted a
draft law in the State Duma censuring the United States “for its intention to create a National Missile
Defense system,” and calling for effective counter-measures. In particular, they proposed that “Putin
consider the possibility of canceling the nuclear weapon nonproliferation treaty and START Il. In addition,
LDPR thinks that Russia can launch its own program in the airspace sector.... Russia must not rely on
symmetrical responses. We must not think that we will be able to destroy American satellites with screw-
nuts.”"® [emphasis added]

More directly, the Communist affiliated newspaper Sovetskaya Rossiya carried an interview with Yuriy
Saveliev, Professor at the Voyenmekh Military Mechanical Engineering Institute. Saveliev stated that

...[T]he most important thing is that in response to the deployment of an American NMD, Russia

should leave the Nuclear Non-Proliferation Treaty.... In my opinion, that is the one thing that
could force the United States to brego its plans to leave the ABM Treaty and launch a fourth
world war....

There are about 15 countries around the world today that possess nuclear technologies, and
such countries as Iran and North Korea will have everything necessary to create nuclear
weapons and strategic launch vehicles for them literally in 45 years.... Russia should sell its
potential allies both missiles and nuclear weapon technologies, simply because they themselves
will have it all without our help in a few years anyway. The West is to blame for proliferation.... It
is the Americans and not us who have upset world equilibrium, it is they who have left the 1972
ABM Treaty... so we must look for a new foundation for world equilibrium.179

Russia is searching for a new “world equilibrium” in which it can be considered a great power once again.
While Russia retains WMD, computer, and other skills to pose direct asymmetric threats to U.S. interests
on a global scale, perhaps the most serious threat from Russia is an indirect one. In searching for a
“multipolar” world in which Moscow is Washington’s equal once again, the Kremlin may spread the
technologies necessary for others to pose challenges to American power.

Chinese Views of "Asymmetry" and Warfare

Strategic thought in the People’s Republic of China (PRC) generally does not address “asymmetric
warfare” in the same manner as do Western analysts. Rather, the notion of asymmetry is imbedded in
the PRC’s core understanding of how one should approach the use of force. Some of the central
concepts, as described by Tsai and Chen, are:

Sun-Tzu said “the highest realization of warfare is to attack the enemy’s plans fa mou); next is to
attack their alliances (fa jiao); next to attack their army (fa bing); and the lowest is to attack their
fortified cities (gong cheng).” The consummate way to employ one’s armed forces is to
“subjugate other people’s armies without engaging in battle fu zhan).” Once one’s military forces
are actually used, he should aim to “capture other people’s fortified city without attacking them (fu
gong), and destroy other people’s states without prolonged fighting (fu jiu).”180

This hierarchy of preference in Chinese strategic thought is coincident with a historical period in which
modern-day Chinese leaders recognize that the countries they identify as likely opponents (primarily the
United States) have significant qualitative superiorities over the People’s Liberation Army (PLA). Those
conditions dictate the way in which China has pursued fu zhan with regard to Taiwan; deploying weapons
like ballistic missiles and submarines not easily countered by Taiwanese defenses (fa mou); and
attempting to undermine U.S. resolve to come to Taiwan'’s aid in the event of conflict (fa jiao).
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Some China scholars from the West tend to discount a PRC military threat to Taiwan, absent a
provocation like an official Taiwanese declaration of independence. For example, many analysts assert
that China does not have the capability to conduct an amphibious invasion of the island and that therefore
attack is out of the question.181 Further, it has been a commonly held U.S. view that China’s decision to
identify economic development as the primary national priority makes a PRC assault on Taiwan
particularly implausible. These views generally disregard important trends in Chinese strategic thought
suggestions that the leadership in Beijing may be willing to use force against Taiwan in the near future.
These same trends suggest that the ways China might choose to use force are relevant to the current
U.S. debates over asymmetric threats.

“Human” Factors

Since the 1949 Communist triumph in the Chinese civil war, the country’s leaders have consistently
emphasized the role of “human” factors in their military assessments. In assessing the balance of forces
in a given situation, China’'s military leaders have emphasized concepts like morale, “political
consciousness” of the troops, and “combat spirit.” This view does not ignore the real importance of
technology and force structure, but places them in a broader context in which they are subordinate. For
example, writing in 1938 about fighting the Japanese, Mao said:

The reform of our military system requires its modernization and improved technical equipment,
without which we cannot drive the enemy back across the Yalu River. In our employment of
troops we need progressive, flexible strategy and tactics, without which we likewise cannot win
victory. Nevertheless, soldiers are the foundation of an army; unless they are imbued with a
progressive political spirit, and unless such a spirit is instilled through progressive political work, it
will be impossible to achieve genuine unity between officers and men, impossible to arouse their
enthusiasm for the War of Resistance to the full, and impossible to provide a sound basis for the
most effective use of all our technical equipment and tactics.*®

Of course the leadership’s emphasis on the “human” factors had practical as well as ideological roots.
China’s military forces, particularly in comparison to the U.S. forces they would face in Korea in the
1950s, were poorly equipped and generally lacked the technical sophistication to incorporate technolgy
even had they wished to so do. Nevertheless, China’'s experience in fighting the U.S. in Korea confirmed
to Mao that his view emphasizing the human and political over technology was correct. In September
1953, Mao observed that “we fought U.S. imperialism, an enemy wielding weapons many times superior
to ours ... and yet we were able to win and compelled it to agree to a truce.”®

This view of technology, coupled with the notions that Chinese soldiers are able to endure greater
hardships and are more committed owing to the righteousness of their ideological and political cause (and
that opposing forces are discounted in terms of capability because they do not share these strengths),
suggests that the PRC does not rely strictly on assessments of comparative military capabilities (e.g.,
force exchange modeling) within a particular scenario to assess the balance of forces. With regard to
Taiwan, China may be thus willing to use military force even in cases where PLA capabilities would be
overmatched by Taiwanese or U.S. forces. This perspective also implies that China might choose tactics
or forms of attack tailored to undermine U.S. “human” factors in addition to focusing on niche capabilities
designed to challenge particular U.S. technical strengths (e.g., Russian Moskit missiles to threaten U.S.
carriers).

Surprise

Consistent with the broad view of capabilities described above is the Chinese emphasis on the role of
surprise and victory through a single blow struck with perfect timing and precision. According to Arthur
Waldron:
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Operational plans as we know them must be sound and promise success, even at a certain cost;
but the Chinese ‘stratagem’ is intended to be more like a masterstroke, not just solid but brilliant

. and the point of this ingenuity is to add psychological acumen to operational skill, and thus to
secure victory at a far lower cost than might be expected, even at no cost at all....

The Chinese do put great stock in their ability to get more with less, and they do aspire to play the
diplomatic and military game with a skill that will assure maximum winnings at minimal cost. The
problem is that China’'s reach regularly exceeds its grasp. The brilliant stratagem turns out in
practice to giongbing duwu, or ‘exhaust forces in protracted fighting,” as the classical Chinese
phrase puts it, 184

For example, during the first Taiwan Straits Crisis of 1954-55, the Chief of Staff for the East China Military
Command argued for seizing the island of Yijiangshan as follows:

If we can break into this gate with our first strike, we will surely hit the enemy’s serious point,
bringing about a huge blow upon the enemy both politically and psychologically.... Under the
deterrence of our forces, the enemy probably will withdraw from Dachen to Taiwan without
serious resistance. In this case, we can seize all the offshore islands in the Zhejiang coast at
minimum cost.*®

Surprise in this context contains the elements of risk-taking or willingness to gamble; an abiding faith in
the PLA’s ability to flawlessly execute operationally and tactically; and assumptions about the enemy’s
will and capabilities that seem rather self-serving. The PRC’s conflict with Vietham appears to reflect both
this sort of strategic style and the potential it has to disappoint China’s expectations. This combination is
a recipe for China to take the initiative, even in circumstances in which others might see no clear rationale
for so doing. Taiwan, with the issues of sovereignty and national identity that swirl around it for the
Chinese, seems to be a case where such assumptions are not only plausible, but also likely.

Magic Weapons and Secrecy

Akin to the value placed on surprise and brilliance in China’s strategic style, a humber of Chinese military
thinkers invest great promise in the PLA’s ability to deploy a generation of “magic weapons” to respond to
U.S. conventional superiority, particularly naval superiority. These Chinese strategists and military
thinkers focus on acquiring the capabilities essentially to “leapfrog” the United States in pursuing the
Revolution in Military Affairs (RMA). Some of those capabilities frequently mentioned include:
information dominance and information deterrence; use of space for multiple purposes including power
projection and space denial capabilities; laser weapons, microwave weapons, electromagnetic pulse
(EMP), and ultrahigh frequency weapons and ultrasonic weapons; and robotics, nanotechnology, and
UAVs.™®  For example, there have been reports that China has formally decided to pursue a secretive
“State Security Project 998" as a response to U.S. interest in missile defenses. The project reportedly
includes the following directives:

1. Step up the research and manufacture of new weapons to deal with new strategic tactics;
2. Develop naval ship-launched missiles and cruise missiles;

3. Equip the troops ahead of schedule with electron laser and light beam weapons;

4, Stop discussions with the U.S. on the issue of proliferation;

5. Revise some original policies on not being the first to use nuclear weapons; and

6. Revise the improper policy on “not forming alliance or blocs.™®’
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Note the continuum of political, policy, and technical methods within the Project. Although the influence
of the “RMA School” on overall Chinese decision-making and military investments can be debated, the
PLA’s active interest in acquiring advanced military hardware from Russia is evident. This project
includes fighter and strike aircraft, surface and subsurface combatants (e.g., SOVREMENNYY class
destroyers and KILO submarines), anti-ship cruise missiles, S-300PMU1l and TOR M1 surface-to-air
missiles, anti-stealth radar, and other technologies, including ballistic missile technologies.188 Many of
these technologies appear specifically targeted at challenging U.S. power projection capabilities and
undermining U.S. technological advantages. For example, the ability to attack U.S. carrier battle groups
appears to be a priority for the PLA.

As disturbing as these acquisitions are, the Chinese emphasis on strategic deception, misdirection, and
subterfuge means that our ability to accurately determine the pace and scope of the PLA’s progress on
modernization is cloudy at best. In the context of Chinese overconfidence described above, it is also
possible that the leaders in Beijing might misunderstand the PLA’s abilities as well.

“Unrestricted Warfare”

In terms of “asymmetric conflict,” these trends come together in a way that a recent Chinese treatise has
dubbed “unrestricted warfare.” The authors, Qiao Liang and Wang Xiangsui, are Senior Air Force
colonels and “theorists” who published a book in 1999 arguing as follows:

During his match with the United States, a great power with a GDP of $7-8 trillion, a rich Arab by
the name of Bin Laden, with assets of no more than $200-300 million, was able to deliver an
incalculable strategic shock to the United States, which is about the top country in the world, by
using a very small tactical operation involving a few carloads of explosives. Obviously, even a
terrorist act can become an extremely frightening means of war. Given this, we conducted an
analysis of some potential non-military forms of combat such as financial attacks, terrorist acts,
and hacker warfare. We discovered that it is very possible that, in future warfare, these methods
may appear on the battlefield as substitutes for military methods. Or at least these new forms of
war may be used to enrich existing approaches.

When one looks & the trends, the emergence of “unrestricted warfare” is entirely possible. We
believe that the boundaries of war are in the process of being broken down by more non-military
forces. At present, these forces are stepping over the threshold of war.

The concept of “non-military combat operations” that we proposed was only intended to point out
this trend, and our study, analysis, and pointing out the possibility of such does not at all equate
to approval of it, much less does it equate to the affirmation or advocacy on our part of using any
of these methods as the main battle mode for any country or military force. Naturally, as political
realists, thinking of the country, if it is facing a survival crisis, we would have to consider putting
everything we have into an all-out fight to the finish with the enemy threatening our existence.
This is a right that no enemy can take from us.'®

The authors’ willingness to “break the rules” of warfare stems from an understanding that other countries
(primarily the United States) do so regularly. “[W]e say that the United States makes rules for their own
interests at one time, then breaks them at another time, and the Americans are extremely well-versed in
methods in this area.”® The implication, for the authors, is to recognize that:

[TIhe ethics of war... are continually observed, then continually broken by some powers. The
concept of unrestricted warfare that we proposed does not at all mean breaking all the rules. We
are simply recognizing that, at present, the one that is doing a fairly good job of sticking to the
rules of international warfare just happens to be China, not certain other countries which
formulated the rules. This includes the observance of nuclear regulations, regarding which the
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threshold set by China tself is the highest, and if a given country is not even willing to promise
that it will not be the first to use nuclear weapons, can you still harbor any hopes that it will abide
by nuclear or other regulations’.7191

In one respect, “unrestricted warfare” is an analytical construct intended to lump the United States in with
terrorists and others who do not “follow the rules” as well as does the PRC. The authors, in the word of
an interviewer, identify the September 11, 2001, terrorist attacks on the United States as examples of
“unrestricted warfare™:

Although employing such means ... is completely not in line with basic morality of mankind, they
do not think of whether it is honorable to do so when it comes to the point of life and death and
just expect to achieve their strategic goals using various tactical means. Although the terrorists
destroyed only two or three targets in their attacks, the effect was strategic. Such attacks will be
one of the major forms of warfare in the 21st century.192

In another respect, the concept is an expression of the range of options open to China should a conflict
affecting its sovereignty (i.e., Taiwan) come about. The authors pointedly observe that, regarding
September 11:

The attacks demonstrated the United States' fragility and weakness and showed that essentially it
is unable to stand attacks. The National Missile Defense [NMD] system cannot save it.  The
attacks also have given the United States a big reminder—live and let others live.'%

Despite the interest in “unrestricted warfare,” the Communist leadership and the PLA appear to downplay
the possibility that China might resort to terrorism or similar methods. In part, this is due to the
Communist leadership’s preoccupation with defeating internal threats to regime stability. To understand
the importance of this for the Party, we need only observe that the PRC has, in a novel step, actually
joined and helped form a multilateral organization with a significant security component—the Shanghai
Cooperation Organization (SCO). The SCO’s founding declaration states in part:

The Shanghai Cooperation Organization attaches priority to regional security and shall make all
necessary efforts to maintain it. The member States shall engage in close cooperation with a view
to the implementation of the Shanghai Convention on combating terrorism, separatism and
extremism, including the establishment of a regional anti-terrorist structure of the Shanghai
Cooperation Organization with headquarters in Bishkek. In addition, appropriate multilateral
documents shall be drawn up on cooperation in curbin% illicit trafficking in arms and narcotic
drugs, illegal migration and other types of criminal activity.”*

China’s interest in suppressing internal dissent, including terrorism by Moslem Uighur separatists in
Xinjiang province, predates the U.S. war on terrorism. However, according to reports, the pace of
government execution of separatists has quickened since September 11."° The crackdown reportedly
focuses not just on violent acts, but political dissent as well. China has in the past tried to avoid attention
in its arrests and executions in Xinjiang. However, since September 11, China has been aggressive in
asserting that its efforts in Xinjiang are similar to U.S.-led operations in Afghanistan. For example,
according to a Foreign Ministry spokesman, the “efforts to fight against East Turkestan [Uighur
separatists] terrorist forces should become a part of the international efforts and should also win support
and understanding.”196

Despite this embrace of U.S. anti-terror objectives as a device for legitimating its activites in Xinjiang,
some in China have not hesitated to lay the blame for terrorism, specifically the “threats” China faces, on
the United States. For example, one Hong Kong magazine (with reported ties to the PLA) published an
article stating that:
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The growth of terrorist activities inside China after the end of the Cold War is closely related to
the attempts of the United States to divide and westernize China. For many years, even though
the United States loudly proclaimed its opposition to terrorism, it has in fact carried out double
standards that depended entirely on its own interests. For instance, the Chechen bandits in
Russia were clearly supported by the Taliban of Afghanistan and by Usama bin Laden. But
before the “11 September incident,” the United States never denounced them as terrorists and
instead claimed that they were fighting for national independence. Regarding the terrorist
incidents created by the forces of the “East Turkestan Independence” and the “Tibetan
Independence” inside China, the United States also never denounced them and instead, both
openly and secretly, supported their behind-the-scene forces. Such attitudes not only constitute
connivance with the terrorist clique inside China whose aim is to promote ethnic separatism, but it
also makes it impossible to reach a genuine international consensus on fighting terrorism. The
terrorist cliqgues such as that of Usama bin Laden exist because of the cracks provided by such
double standards, and so in the end, the United States reaps what it sowed. "’

For another example, an article in a weekly published by the official news agency asserted that
“international terrorism is actually a parasite that lives on hegemonism ... hegemonism sometimes needs
or utilizes terrorism. It supports terrorism openly or secretly .... It is only when hegemonism feels that the
parasite is growing up too fast and that it will eventually be harmed, will it take action against terrorism.” %
“Hegemonism” is of course a reference to U.S. ambitions.

Although some Western observers have dismissed the popular discussion of “unrestricted warfare” as
unauthoritative, it has reportedly received widespread attention amongst senior ranks of the FLA and
Party. It is important to view this notion of “unrestricted warfare” in light of the preparations that are
already underway for a conflict in the Taiwan Straits. China has made progress on developing its version
of “psychological warfare units,” although those forces may have missions more relevant domestically
than as a means of moving against Taiwan.”® China is also paying close attention to “information
warfare” and has reportedly stepped up network security initiatives since September 11.°%

More significantly, the PLA is steadily building up its surface-to-surface missile capabilities, which
suggests that it sees missile attack on Taiwan as one element of the fatal blow to be struck before the
United States can come to Taipei's aid. Another element is taking advantage of China’s superiority in
submarines to establish at least a partial blockade of Taiwan and harass naval units operating in the area.
These submarines operating in conjunction with special operations and the selective seizure of territory
with elite airborne troops, represent Beijing’s most credible option for taking the island by force—a shock-
induced fait accompli to preempt serious commitment of U.S. forces to Taiwan’s defense.”®* To what
extent does this approach count on “magic weapons” like EMP or tactical nuclear attacks on U.S. carrier
battle groups, information attacks on U.S. infrastructure, and attempts to deny U.S. forces use of space
assets? Going further, does this approach extend to threats like sabotage in the U.S. homeland to delay
deployments or distract U.S. leaders? The evidence is unclear. However, it is clear that Beijing’s view of
military strategy makes integral use of what we refer to as “asymmetry,” even if its preferred term is
"unrestricted warfare."

Summary

For current policy and operational purposes, the ever-growing list of “asymmetrical threats” are
understood to be irregular in character. This section has explored the character of “asymmetric threats” in
addition to describing a number of means and methods of “asymmetric” conflict, including Russian and
Chinese perspectives. Broadly speaking, the threats of interest challenge U.S. strengths and ability to
respond effectively by defeating American strategic preferences and exploiting America’s unique cultural
and value vulnerabilities. The case studies that follow assess in greater detail some threats usually
referred to as “asymmetric” that illustrate the characteristics of the security environment outlined in
Section 1 and the threats described in this section.
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Section 3: Case Studies

To judge a threat as “asymmetric” is to paint with a very broad brush. This may be useful for top level,
very general discussions. But how useful is this to the analyst? If we are to understand “asymmetric”
threats, we must undertake a more exhaustive examination of the particulars associated with those
threats. This exercise requires an understanding the political-strategic context as well as consideration of
key military, economic, and moral factors. The reader will see that questions about what is or is not
asymmetric necessarily fade in significance in the analysis as we are forced to pay attention to nuances
in the explanation and become (ironically) more considerate of the multiple differences that make up the
security world.

For the purposes of this report, we have focused on two case studies out of a number of seemingly
endless possibilities. The first study focuses on the potential threat posed by a familiar adversary, namely,
Irag. The second case study is more concrete in that it assesses an all-too-real threat embodied in the
September 11, 2001, terrorism attacks on the United States. In both cases, we will consider: the targets
of attack; U.S. exploitation points and vulnerabilities; U.S. responses; and general strategic significance.

Case Study 1: Iraqg and Biological and Chemical Warfare

Although open source information is scant regarding the WMD capabilities of regional powers such as
Syria, Egypt, and even Israel, a great deal is known about Iraq's weapons programs. Irag has not only
used chemical, and possibly even biological, weapons, but it has also sought to improve its WMD
capabilities and delivery systems. Irag’'s defeat in the Gulf War led to extensive inspections carried out
under the auspices of the United Nations Special Commission on Irag (UNSCOM) and the International
Atomic Energy Agency (IAEA). These inspections resulted in the best-documented information available
on any individual country’s WMD acquisition, testing, and fielding programs. Despite the inspections,
conducted from 1991 until December 1998, the full scope of Irag’s WMD capabilities remains unknown. It
is believed that extensive concealment and deception efforts by the Iragi government have been highly
effective. One must assume that the unknowns surrounding Irag's WMD and delivery capabilities have
multiplied since Irag terminated the weapons inspection process.202

The vulnerability of U.S. power projection forces, cities, and allies to biological and chemical weapons is a
source of considerable concern to U.S. policy-makers. As we have seen, writers have classified these
weapons, and other weapons of mass destruction, as “asymmetric.” The references to “asymmetry”
stems from a lack of protection measures, a lack of in-kind offensive response weapons (to include a U.S.
commitment to abide by arms control conventions dealing with chemical and biological weapons), and the
perception that American leaders are unwilling to use nuclear weapons to retaliate.

Saddam Hussein and his senior advisors continue to view the United States as malevolent and
aggressive toward the nation of Irag. As evidence, they cite Washington’s economic sanctions against
Irag, control by U.S. forces of Iraqgi airspace, and the U.S. desire to reimpose a weapons inspections
regime. As the Deputy Prime Minister of Iraq has summarized U.S. intentions, “The genuine concern of
the United States in the [Middle East] region is to control the region, control its wealth, control its
resources, and secure Israel's supremacy over the Arab nation and the Arab homeland. The slogans
about democracy and human rights are only excuses that the United States is using as propaganda
material to justify its imperialist, hostile and tendentious policy against the Arab nation and Iraq in
particular.”203 Hawkish comments in the U.S. news media reinforce Iraqgi perceptions that war with the
United States is inevitable, and that Baghdad may have nothing to lose by using chemical and/or
biological weapons.204 In order to prevent further U.S. involvement in the region, the Iraqgi leadership is
preparing for future conflict with the United States.”®
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American planners are concerned that in future engagements, lraq may use chemical, biological, or
nuclear weapons rather than face another conventional defeat. The Iragi Permanent Representative to
the United Nations summed up Baghdad’'s image of the United States, saying that America had been
committing “barbaric” crimes against the people of Iraq.206 While this could be dismissed as simple
propaganda, it may reflect a genuine perception that the United States undertakes actions that are both
illegal and immoral and will use any tactic, no matter how vile.

Target: U.S. and Allied Forces and U.S. Homeland

Discussion of future Iragi use of WMD is rot idle speculation; Iraq used chemical weapons in the past
against Iran and its own citizens. In the war between Iraq and Iran from 1980 to 1988, Iragq faced the
prospect of losing substantial territory to Iran. To turn the situation to its advantage, Iraq began to use
chemical weapons in 1981. The chemical weapons included Hseries blister and Gseries nerve agents.
Iraq incorporated these agents in rockets, artillery shells, aerial bombs, and warheads on Al Hussein
ballistic missiles. Mustard-filled and tabun-filled 250 kilogram bombs and mustard-filled 500 kilogram
bombs were dropped from fighter-attack aircraft onto Iranian targets.207 Over 3,000 tons of chemical
agents were weaponized and expended against Iran, according to official Iragi declarations. Moreover,
various medical and epidemiological researchers have extensively documented the use of chemical
weapons against the Kurds in March 1988.°%

One of the most worrisome prospects is that Iraq may have produced and weaponized smallpox, which is
highly contagious and very deadly. The strongest indicator that it might have done so is that Iraq
manufactured smallpox vaccine. Making this vaccine is not necessary, as the disease has been
eradicated, unless Iraq were producing or attempting to produce smallpox virus. Vaccination of U.S.
civilians as well as military personnel ended decades ago,209 thus smallpox would be a highly effective
weapon in an environment in which one's own personnel were immune.

While U.S forces in theater, as well as those of allies, would be in immediate danger of attack, the U.S.
homeland could be targeted as well. Iraq could develop or acquire a long-range missile delivery
capability; with its shorter-range capabilities it could threaten or attack U.S. allies as it did during the Gulf
war.?® In its resolution 687 (1991) of 3 April 1991, the Security Council required Iraq to accept
unconditionally the destruction, removal, or rendering harmless of all ballistic missiles with a range greater
than 150 kilometers, plus related major parts, and repair and production facilities. Nevertheless, at
present there are no inspections and Iraqg may retain the proscribed longer-range missile components and
systems as well as substantial missile production capabilities.

Further, as of 1999, the year after UNSCOM inspections were ended by Iraq, the CIA reported that Iraq
was continuing work on its =29 unmanned aerial vehicle (UAV) program.211 These aircraft probably have
been modified for delivery of chemical or, more likely, biological warfare agents. Additionally, Iraq has
other crzulizse missiles and unmanned aerial vehicles that also might be used for biological weapons
delivery.

In conjunction with resource-intensive ballistic and cruise missile programs, Irag could opt to attack U.S.
civilians and/or agriculture with biological Weapons.213 Irag, which has BW capabilities, may sponsor
terrorists to act independently or in Baghdad’s interests. There is some evidence that the terrorists who
acted on Sgﬁember 11 were interested in acquiring crop dusters, which could have been used to spread
BW agents.

If Saddam Hussein’s life were threatened directly, or the United States were in a position to overthrow his
regime, he might reach the point where he perceived that he had nothing to lose by using WMD. If this is
a plausible scenario, then why was WMD not used in the Gulf War against the United States and its
allies? The answer given by senior Iraqi officials is that they were afraid of retaliation in kind, or with
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nuclear weapons, by either Israel and/or the United States.”*® Although nuclear deterrence may be seen

to have worked for the United States in 1990-91, it may not do so in a future conflict with Iraq.216

Exploitation Points

Vulnerability is the inability or unwillingness of the potential victim to defend himself. Marshalling political
support from the public and Congress for the introduction of U.S. ground troops on behalf of Kuwait was
difficult in 1990. There was tremendous reluctance over becoming involved even in a conflict in which
U.S. or allied lives might be lost in conventional warfare. In addition, many in the U.S. government
assumed that Irag had no nuclear or biological weapons and very poor delivery systems and doctrine for
chemical weapons use. Beyond concern for the troops’ safety, future hesitation to act in the region could
be reinforced by the fear that Iragi WMD use may necessitate U.S. nuclear retaliation. There is a general
perception within the U.S. policy-making community that a president would want to be the first since 1945
to order the use of nuclear weapons.

Aside from the issue of U.S. use of WMD in retaliation, allies and partners may determine that the costs of
intervening in Iraq are simply too high. In order to keep the coalition intact during the Gulf War, Israel
absorbed Iragi missile attacks with conventional warheads and has been concerned with subsequent
chemical or biological threats from the same source.?’

Allies also may be unwilling to participate in high-stakes intervention in Iraq based on domestic
considerations. The United States’ action in Afghanistan and efforts with some partners around the world
to combat terrorism has increased tension between governments and Islamic minorities. Germany,
France, and the United Kingdom are home to 10 million of the European Union’s 15 million Muslims; they
are under enormous pressure to work with the U.S. while protecting themselves from internally-launched
terrorist acts.”*® In a conflict with Iraq, that tension could lead allies and coalition partners to contribute
minimal support or tacit approval in lieu of more robust contributions. Economically, competition to trade
with Irangas grown despite UN sanctions, and these ties naturally would complicate a state’s actions in
wartime.

Given U.S. reluctance to become involved in a ground conflict with a WMD-armed Iraq, U.S. military
options could be limited primarily to air operations. Time and distance presented another challenge to
U.S. intervention in 1991; after the invasion of Kuwait in August, the U.S. ok four months to build up
coalition support and forces in theater.”® 1t is unlikely that Saddam Hussein will allow the United States
to stage forces in the region without interference, disruption, or interdiction a second time. %%

Homeland security and economic interests may also be threatened. The scenarios of BW attack against
agriculture and water are fearsome, but they would not likely strike the same level of terror or fear that
would be expected to arise following a BW attack against a population. Most BW agents can be
countered effectively by donning a protective mask. Of course, the potential victim must have the mask
and know in advance that it is to be put on, which requires foreknowledge, planning, and accurate, timely
intelligence and detection.

Although the United States has developed some capability to ascertain rapidly that a cloud containing
organic material is present, it is not yet possible to detect all types of agents. Agents that are not known
or that are genetically altered will not be in the “library” of the detector. Another problem associated with
agent detection is that while battlefield use of BW may be anticipated, it is not practical to have such
detectors in millions of locations across a vast geographic expanse. Attackers ae likely to know which
diseases have effective vaccines; a clever adversary will avoid using agents for which sufficient stockpiles
exist. If the attacker were to use an agent against which there were an antidote or a treatment, the effects
of the attack possibly could be mitigated. Effective treatment is reliant on rapid, accurate diagnosis. It
would also depend, of course, on the rapidity with which authorities could respond and the amount of
medication or treatment available. Unfortunately, in the case of some diseases and toxins, the victim
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must be treated immediately upon detection. Overall, U.S. capabilities to protect against the purposeful
spreading of diseases, regardless of the type and means of delivery, are very limited.

To return to the aricultural scenario, U.S. food supplies are at risk especially in the production stage.
The spread of diseases to commercial crops by spraying them with pathogens is an inexpensive means
by which an adversary can wreak havoc on the U.S. economy. Put simply, there is no way for the United
States to protect against purposeful biological attacks against crops.

To understand the risk to agriculture of a biological attack, one need only look at the impact of a recent
natural outbreak of Karnal Bunt on wheat n the United States. In 1996, Karnal Bunt—a smut disease
caused by Tellita indica, which, incidentally, was researched and may have been weaponized by Irag—
was discovered on wheat kernels from Arizona. In this case, extremely quick action was taken to
quarantine and clean up the affected crops, a process that cost approximately $45 million. As a result,
international trading partners agreed not to halt our $6 billion in annual exports. There are a host of
diseases that could devastate U.S. “breadbasket” crops so rapidly that their control would be difficult, if
not impossible, to effect before catastrophic damage is inflicted.”** Animals—chickens, cattle, swine, fish,
etc.—are also potential agricultural targets.

There are also numerous BW agents that can contaminate water supplies, depending on when and
where they are introduced into the supply system. While standard treatment processes can eliminate
many agents, others require expensive means beyond those in normal use by U.S. water utilities.
Physical protection against sabotage of water supplies would be an enormous undertaking, requiring
many reservoirs to be covered or protected. Major pipelines to the consumer would also need physical
protection. Water utilities have not extensively undertaken such measures, not only because of their
expense, but also because attacks against water are generally thought to be less attractive to adversaries
than attacks directed against humans or agriculture.

The United States does not have means to prevent or neutralize the effects of BW agents. It does not
have sensors or detectors that can tell us with certainty when such agents are used. Although masks can
be effective against BW agents, providing them to the entire population is presently viewed as infeasible,
and even if we were all to have them we might not have sufficient warning to use them. Repetitive false
alarms could lull the public into a sense of complacency regarding the threat before it is actually used.
Vaccinations and prophylactics against agents likely to be used do not yet exist. Medical treatments and
countermeasures may exist for some agents, but their effectiveness would depend on many variables,
including knowledge as to which agent was used and availability of appropriate supplies and medical
personnel.

U.S. Response and Strategic Significance

Stand-off precision air strikes during the 1991 Gulf War did not rid Saddam of his WMD arsenal. After
Iraq violated the terms of the peace agreement by barring U.N.-led WMD inspections of its territory, the
United States and United Kingdom then conducted air strikes on Irag from 16 to 19 December 1998
during “Operation Desert Fox.” The declared objectives of Desert Fox were twofold: to reduce the Iraqi
regime’s capability to develop and deliver WMD; and, by striking at Irag’s WMD production facilities,
minimize the threat that Iraq posed to neighboring states.

Most observers agree that Desert Fox did not seriously impair Iraq’s WMD production capabilities. Then-
Secretary of Defense William Cohen stated that Iraq’'s missile program had been set back a year. Given
the amount of effort the U.S. and Britain put into Desert Fox, the outcome appears to be marginal at best.
For example, of 11 WMD industry and production facilities struck, only one was destroyed, 1 severely
damaged, 5 moderately damaged, and 4 lightly damaged.223 Indeed, such retaliatory responses have
had adverse political consequences for the United States. One undesirable result of Desert Fox was the
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rise of political, economic, and in some cases military support for Iraq from France, Russia, and China.
Adding to the political negatives, the United Nations’ Secretary General criticized the campaign.

On the positive side, the U.S. military has made considerable strides in force protection since 1991. For
example, a U.S. Defense Threat Reduction Agency program, in conjunction with U.S. Pacific Command,
is designed to speed technology and equipment to aid U.S. troops in the event of a CBW attack. The $58
million program is designed to improve defenses and reaction procedures and reduce the impact of CBW
use.”* Nevertheless, the United States still could face large-scale casualties if WMD were employed
against it. There is no certainty that U.S. forces will be able to detect the range of chemical and biological
agents that could be used, nor is there certainty that defensive gear will be effective in protecting
personnel. Additionally, there is a possibility that Iraq might employ a radioactive-material spreading
device. If the conflict were to take place in a few years, Iraq could conceivably field a limited fission or
“dirty” radiological weapon.225 The effects of nuclear use would include not only loss of life and terror, it
could render U.S. equipment and electronics unusable.??®

If Irag were to become increasingly bold and aggressive, and if there were no U.S. response to its
behavior, other potential adversaries would take notice. Such adversaries would know that, with the
threat of WMD use, they could act with impunity and reduce the prospects of U.S. interference. As the
late General Sunderji of India stated, “We learned from the Gulf War that one should not take on the
United States unless one has weapons of mass destruction.”®’ Thus, the incentive to other nations to
acquire one or a few WMD capabilities would be enhanced.

In the past, the Iragi government may have been deterred from using WMD for fear of nuclear retaliation
by the United States or Israel. A credible proportional response usually is viewed as scaling the level of
retaliation to the level of damage caused by WMD attacks. Yet given U.S. reluctance to use the nuclear
weapon, it may be fairly argued that it is not credible to deter small-scale chemical or biological attacks
with the threat of large-yield nuclear weapons designed to destroy massive, hard Soviet-era missile silos.

Biological weapons are seen as attractive counters to U.S. strength for a variety of reasons. First, the
United States has no chemical or biological weapons of its own, having destroyed them in compliance
with arms control agreements. This means that any U.S. retaliation will not be in kind. Second, unless a
BW attack against the United States were to cause mass human casualties, it is unlikely, with currently
stated U.S. policy, that nuclear retaliation would be used. Third, nations are likely to be aware of the
extreme aversion in Washington to troop losses. Thus, the mere possession of BW in one's arsenal may
be enough to deter U.S. intervention abroad. Fourth, it is clear from information in the mass media that
U.S. capabilities for detecting the use of BW, and its ability to vaccinate troops against many agents, are
limited.

U.S. deterrence may not work and any future conflict with Iraq might indeed prompt Iragi use of BW. On
one hand, Iraq has bolstered its defenses against U.S. conventional military capabilities. To assure its
own survival, the regime has built deeply buried bunkers and has moved other assets to secure locations.
In the case of direct threats to Saddam Hussein, news media reports suggest that he holds closely his
personal schedule, entrusting no one individual with the knowledge, in addition to using “doubles.””®® The
leaders of the regime are no longer very vulnerable to attacks by U.S. missiles and aircraft. While the
Iragi regime would probably fear a U.S. military ground invasion, there are some reasons that they might
take a different viewpoint. The Iragis are well-aware, after all, of the U.S. aversion to casualties.
Moreover, advocates of war with the United States may believe that plans to deter U.S. ground
engagement by threatening to use BW in the United States or CW against U.S. forces might be sufficient
to prevent a rerun of Desert Storm.

Statements by U.S. officials, news media, and arms control advocates since the Gulf War have offered
reassurance to Iraq that the United States would not use nuclear weapons. Perceptions, and not the
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“truth,” or accurate information, guide action. The current U.S. policy of ambiguity regarding nuclear use
may be said to undermine deterrence by communicating uncertainty on Washington’s part.

While nuclear deterrence may work vis-avis BW threats stemming from a conflict situation, it will be
impotent against a terrorist BW threat. In the case of terrorists seeking martyrdom, deterrence is
enormously difficult because there is little that they are likely to hold dear. Although the families of such
terrorists could be threatened, such actions conflict directly with American values and ideas of “fair play.”

Case Study 2: Terrorist Attack against the U.S. Homeland

On September 11, 2001, terrorism struck America in a way previously thought unimaginable—thousands
of Americans dead and a tectonic shift in defense priorities. While the foregoing case study suggests
potential repercussions and U.S. responses to the hypothetical “asymmetric” challenge of Iraqi chemical
and biological attack upon U.S. forces and civilians, “catastrophic terrorism”? attacks on the homeland
can be examined in light of actual events and Washington’s responses to them.

Targets

Attacking or credibly threatening to attack the population or symbolic targets can influence the will,
positively or negatively, of many polities. As mentioned in the preceding section of the report, the goal of
terrorism is to generate fear among a population, undermine resolve, and provoke a response. Although it
is still too soon to know with any degree of certainty the specific goals of the September 11 attacks, the
rationale for the attacks can be gleaned from published statements, extrapolating from previous actions of
al Qaeda, the results of ongoing investigations, and reflections on the rationale motivating other terrorist
groups.

In contrast to the armed forces of many states or even some guerrilla groups, terrorist groups often
possess very limited resources. Such groups usually attack the targets of opportunity based on resources
available to them. For example, if the resources are scant, detonating a car or truck bomb in a crowded
city center can generate fear.?*° State-sponsored groups may have the backing of the full resources of the
state, but their limited numbers and need to remain hidden in open society often leads to additional lines
of communication that can be penetrated and offsets any increase in resources.

Yet ferrorism is aimed at more than just generating fear through indiscriminate violence; the act might
also deliver a message that attempts to offset the horror. Terrorists can take hostages, treat them
humanely, and demand that their grievances be publicized, thereby generating sympathy and support for
their cause.?® Alternatively, terrorists can target symbols of authority or symbols of political, military,
social, and economic power.

Washington is the political center of the United States of America and it is filled with symbolic targets: the
White House, the U.S. Capitol, the Washington Monument, and the Pentagon among others. The attacks
on the World Trade Center struck at symbols of American economic power specifically, and Western
power generally.232 Osama hin Laden expressed the rationale for targeting succinctly: “There is America,
hit by God in one if its softest spots. Its greatest buildings were destroyed.... There is America, full of fear
from its north to its south, from its west to its east.... What America is tasting now is something
insignificant compared to what we have tasted for scores of years. Our nation [the Islamic world] has
been tasting this humiliation and this degradation for more than 80 years.”233

In an era of near-instant global media communications, many terrorist planners place high importance on
the “shock value” and images generated by the attack to demonstrate their own skill and power, as well
as their adversary’s weakness. The images generated by the attack on the World Trade Center, shown
repeatedly on broadcast and electronic news services after the attack, were a substantial propaganda
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coup for al Qaeda, although it should be noted that these same images helped generate the considerable
political will behind the current camg)aign against terrorism and which led to the substantial destruction of
al Qaeda networks in Afghanistan. 34 Text-generated images, showing an aircraft and a building, were
circulating on cellular telephones in the Middle East within three days of the attack.”®®> The images of
American vulnerability generate a powerful message to potential adversaries of the United States outside
the Islamic world; in at least one case, footage of the attack has been utilized by state media services to
show “a humbling blow against an arrogant nation.” For example, Chinese premier Jiang Zemin allegedly
(as did many Americans) “obsessively watched and re-watched pictures of the aircraft crashing into the
World Trade Center” and the Xinhua information agency, Beijing Television, and China Central Television
have compiled popular digital video disks using footage from the attack.”*®

Beyond revenge, causing casualties, and demonstrating power, al Qaeda is attempting to coerce the
United States into recognizing the legitimacy of an independent state of Palestine, removing American
forces from “holy” lands in Saudi Arabia, withdrawing its support for “corrupt” secular leaders in the Gulf
states, and provoking a U.S. foreign policy response that so outrages the Muslim world that it unites
under al Qaeda’s Ieadership.237 In summary, the September 11 attacks were targeted specifically at
symbols of U.S. power to generate fear, demonstrate the vulnerability of the United States, damage its
credibility, and weaken U.S. resolve.

Exploitation Points

As suggested in the previous section of this report, threats considered “asymmetric” only “work” with the
unwitting cooperation of the intended target, by exploiting recognized vulnerabilities. The September 11
attacks utilized the following exploitation points: the openness of American society and the American
political system; the demands of the globalized economy; the United States’ so-called “holiday from
history” (the period of time prior to September 11, 2001, when the U.S. homeland was attacked and when
many in the United States were suddenly made aware that their nation faces external dangers) 238, and,
the uniqgue American cultural perspectives on war.

No other political or social system is as open as America's. Recalling the discussion of selfimposed
constraints from Section 1, the leaders and citizens of the United States place a premium on the right of
the individual to assemble, speak, and practice his or her religious beliefs. There is a deliberately
engineered “dysfunction” in the American political system that acts as a hedge against tyranny, but it also
creates substantial vulnerabilities that terrorists and others who might threaten national security can
exploit.

The openness of the American system also presents seams that terrorists have exploited. As the
standard-bearer for free market capitalism and the globalized economy, the United States places as few
restrictions as possible on individuals, goods, and services that enter and leave the country. Barring
some restrictions on flight around military sites and some government facilities (such as the White
House), an “open skies” policy allows aircraft from other countries to transit U.S. airspace freely in order
to reach their destination and cut down on travel mileage and time. The geographic size of the United
States, including its common borders with Canada and Mexico, as well as the sheer volume of goods,
services, and individuals entering and leaving the country overwhelm the ability of the local, state, and
Federal authorities to monitor them all with any degree of close scrutiny.239 When terrorists have been
stopped, chance generally has been the deciding factor.?*

History, geography, and certain elements of American culture contribute towards a general apathy
towards and ignorance of events outside the United States. Prior to the September 11 attacks, the United
States had not suffered from foreign invasion since British forces burned the unfinished Capitol building in
1814. Often a target for adversaries, the United States has not been subjected to serious assault since
December 7, 1941.
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Although some of the specific details of the events will never be known, the hijackers who conducted the
September 11 attacks clearly understood the vulnerabilities of peacetime America and exploited them to
the fullest extent. The educated and relatively affluent leaders®*! of the group entered the country from
countries for which it is easier to obtain travel visas.?*? They sought to arouse as little suspicion as
possible during the planning phase of the attack.?*® They achieved certification and the training skills used
during the attack in the United States.”** These are opportunities that are available to all in an open
society who can afford to pay for them.?* The groups were kept dispersed and unknown to one another,
with largely untraceable communications maintained.?*® The terrorists were able to move freely within the
United States; there was little to distinguish them from other, law-abiding immigrants.

Group leaders compiled information on flights that was readily available in a free market system.247 A
combination of factors, including the sheer number of daily flights and a cultural intolerance for impaosition
of delays, intrusion on personal privacy, and infringement of personal rights, meant that domestic security
screening procedures were almost nonexistent.”*® The supposed leader of the group, Mohamed Atta, also
knew enough about airport security procedures249 to book connecting flights from regional airports with
even more lax screening procedures.250 FAA regulations prior to the attack permitted passengers
boarding aircraft to carry on their person a knife with a four-inch blade.?® As a result, the terrorists were
able to bring aboard box cutters and knives with which to seize control of the aircraft.?>?

Security onboard the aircraft was minimal, reflecting both confidence in the existing screening procedures
mentioned above and the market demand for competitive airfares and corporate profit growth. A
considerable body of legislation already permitted protection measures aboard aircraft. For example, the
sky-marshal program, instituted in the United States in response to numerous skyjackings, had
subsequently Ianguished.253 In addition, to save weight, thereby increasing the ransqe, cargo, and number
of passengers each flight could carry cockpit doors had minimal security devices.?** Competitors in a free
market system extended professional courtesies and perquisites to ensure return customers; such
conveniences included access to the cockpit for fellow pilots and some customers.?®

The nineteen hijackers also exploited American comprehension of the “rules” and methods of terrorism.**®
Tactically, the terrorist leaders maintained security in the air by convincing the flight crew, the passengers,
and perhaps some of the terrorists hemselves that the hijackings were “routine.”’ In other words, the
passengers and crew understood according to the “rules” that they would not be harmed if they complied
with the hijackers’ orders. The terrorists also took advantage of exploitation points regarding methods of
attack, including the perception that terrorists could only mount pinprick attacks;*® the belief that terrorists
do not innovate or adapt and therefore the best defensive preparation against terrorism is to defend
against types of attack that have already taken place;259 and the propagation of extreme, technically
infeasible terrorism scenarios to boost programmatic funding. By exploiting American understanding of
the “rules” of terrorism, as well as demonstrating a keen awareness of the wique structural weakness of
the World Trade Center buildings260 and the operating methods of the American news media, the
hijackers sent a convincing message with perfectly horrific imagery worldwide about the limitations of
American dominance and the power of a handful of “true believers.”

U.S. Responses and Strategic Significance

The U.S. responses to September 11 are well known, including a display of national unity and patriotism
unmatched since the 1941 attack on Pearl Harbor. The U.S. economy showed its resilience when U.S.
Dow Jones stock levels climbed to pre-attack levels within two weeks. The President built on the strength
of unambiguous political agreement at home by declaring war on terrorism, building support for the swift
passage of legislation providing funds to combat terrorism, and initiating new organizations and
approaches to strengthening U.S. domestic security. The North Atlantic Treaty Organization invoked for
the first time Article 5 on mutual defense in support of the United States, a sign of the outpouring of
support from nations around the world for the United States and for Washington's decision to respond
vigorously to the infamous acts of terrorism. The considerable U.S. and allied diplomatic efforts resulted
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in, inter alia, the use of airfields in Pakistan and other countries bordering Afghanistan to prosecute the
war effort. A vigorous U.S.-led military invention that combined air, ground, and special operations
offensive resulted in the destruction of the Taliban regime that had provided a sanctuary for al Qaeda. 261

The planners of the attack almost certainly did not anticipate the actual American response. Although the
exact rationale may never be known, it is likely that the attackers expected the United States to respond
in one or more of the following ways: doing nothing despite the provocation, proving the impotence of
American superpower;262 responding in character, through its “cowardly” use of cruise missiles and
bombs;263 assassinating Osama bin Laden, thereby creating a martyr for the faith;264 and/or retaliating
massively, including the use of nuclear weapons.265 In addition to having struck icons of American military
and economic power, Osama bin Laden, al Qaeda, and the Taliban hoped to achieve another result: the
uprising of unified, ideologically pure Islamic resistance to the United States and/or Israel.**® Some early
reports suggested that the attacks were spurring a “clash of civilizations,” but the anticipated revolutionary
response never materialized.”®’ Indeed, there is some evidence that the pressure provided by air and
ground forces has caused severe fissures between al Qaeda senior leaders and Taliban fighters.”®® In
this specific case, “catastrophic terrorism” achieved a symbolic victory that has proven pyrrhic for al
Qaeda and the Taliban.

Although a terrorist organization headquartered a world away exploited technology and the vulnerabilities
inherent to American society, forcing changes like the routine use of military air cover over the continental
United States,?®® the attacks on the Pentagon and the World Trade Center demonstrate another reverse
side of the “asymmetry” issue: the threshold that separates a self-constrained United States from an
avenging one will be crossed should adversaries cause massive humbers of U.S. casualties.

Section 4: Concluding Thoughts

This is not the place to investigate the origins of “asymmetry” as a popular security concept. It is sufficient
here simply to note that references to “asymmetric” threats and strategies did not gain currency until after
the end of the Cold War. Analysts and policy-makers have latched onto the asymmetry concept for want
of a coherent central threat, such as that once posed by the Soviet Union, to explain and lend coherency
to the security situation of the United States and to help order defense priorities.

Generally what gives us pause when we consider the security environment today is the very uncertainty
and ambiguity of the threats that are frequently, and often casually, characterized as “asymmetric.” We
once operated within a security framework supported by a concept of deterrence that had at its core a
clear, universally understood axiom: “whatever would bury us would also bury you.” With the passing of
the Cold War, we are no longer certain what can keep “the enemy” in check. References to “asymmetric”
threats frequently are used to fill this intellectual void and have served to galvanize the attention of the
policy and defense elite in the United States, who are motivated to answer the basic security question:
how can we deter enemies in the new age? There is, in other words, a sensible and prevailing concern
about preserving national security by ensuring the relevance of the armed forces for countering existing
and projected threats, maintaining calm and order at home in a world where Americans are increasingly
aware of “different” or “unfamiliar” threats (that, in any case, have always existed), and cultivating the
conditions that permit vibrant political-diplomatic and economic intercourse to occur on a global scale.

Yet even if we were to answer the question about the origins of “asymmetric,” we would still be left with a
more compelling question to answer: so what? How useful is this concept of asymmetry to political
leaders, policy-makers, security analysts, defense planners, military specialists, and defense watchers?
This study provides at least a partial, if not entirely satisfactory, answer to this question.

In our judgment, this answer, though complex, is straightforward. It is clear that “asymmetry” has some
meaning; its prevalent usage in defense and policy circles makes this plain. It has survived as a trade
term because it does capture and lump together at a popular level, that is, at a very high level of
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generality, the many menaces to national safety that the United States as the global hegemon must face.
It reflects the multiple shades of gray, degrees of uncertainty, and the shifting forms of 21° century
threats. It speaks to threats for which we are unprepared (psychologically, militarily, organizationally,
possibly even strategically) and to vulnerabilities. We may also roll assessments about international
security realities into this grab-bag concept, to include recognition of the reality of U.S. international
dominance, and the existence of foes who want to harm America by exploiting political, cultural, and
moral weaknesses (again, from a historical perspective, observations along these lines present nothing
new). "Asymmetrical” is, in other words, a buzz word that draws attention to the myriad security problems
facing the United States today, problems punctuated by the September 11 attacks.

So the term may be said to have political utility. The concept will have some value for the politician or
anyone who wants to talk very broadly about current threats to the United States with which we cannot
cope very easily. The concept can serve to highlight areas of inattention. The president, or a
congressman, or the Secretary of Defense can talk about terrorism as one of the “asymmetric threats” we
face, and communicate in very rough terms the general seriousness of the threat and its challenging
nature (although not all “asymmetric” threats are equally serious or equally challenging).

However, what makes this term attractive to politicians—i.e., it is host to a variety of convenient
definitons—is what makes it so unhelpful to analysts. The concept of “asymmetric threats” falls apart
under the sheer weight of all that it tries to support and address—from weapons, tactics, and strategies to
U.S. self-imposed constraints and assessments of the international security structure. Because it means
different things to different people, the concept is necessarily watered down and, ironically, cannot
enhance understanding of real-world complexities. So this term, unless is it finely defined and used
consistently, must have very limited value to analysts, and consequently it is of very limited utility for those
who must steep themselves in defense planning. Analysts, after all, need to draw distinctions between
things and associate things is common in order to deduce or infer conclusions.?”®

We may draw an analogy here with cancer. We can call something “cancerous,” but we will not have said
anything very significant or meaningful until we receive some answers from a physician to a series of
questions. “Cancer of the what?” “Is it benign or malignant?” “Has it metastasized?” “Is there a cure?”
“Is it treatable?” “What is the survival rate?” “How long do | have to live?” Just as we need a proper
medical diagnosis to really understand what we are up against in the world of cancer and to give meaning
to what we call “cancerous,” so too we need to understand the context of a security situation in order to
make sense of a threat and to give meaning to what we call “asymmetric.” Section 3 of this report, which
reviews case study particulars, underscores this point.

"Asymmetric” is not, therefore, an ideal lens through which to look to understand the different threat
challenges. One can ask—does this term add to our understanding? “Asymmetric” as opposed to what?
Could we get along in the world of defense analysis without this term? Insofar as “asymmetric” is a
relatively recent term invented to hold together and make sense out of age-old concepts, observations,
and axioms (e.g., unorthodox or immoral tactics, surprising or indirect strategies, U.S. institutional
vulnerabilities, and such platitudes as “weakness and lack of preparedness lead to war”) the answer to
this last question, we believe, is “Yes, we can get along without it.” Once you get to the particulars in the
case studies, references to “asymmetric” threats or the “asymmetry” concept add nothing to the
discussion and evaluation.

Are there drawbacks to using the term? Phrasing this question differently: are there penalties for blurring
the security picture and oversimplifying complex choices? Clearly, in a politically and strategically
dynamic world, a concept as broad as “asymmetry” cannot be an effective analytical tool in isolation. One
must quickly discard it, or go beyond it, to make sense out of military actions and the activities and
changes in the international security environment. If we want to talk about particularly dangerous
weapons, vulnerabilities, or different tactics, we are better served by addressing, for example, particular
weapons of mass destruction, the absence of defenses against long-range ballistic missiles, or the rise of
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suicide hijackings or terrorism. To the degree one refrains from making distinctions among threats
(threats to what? involving which weapons and actors? immediate or general?), political regimes, cultural
and tactical approaches to warfare, and strategic differences, one is left with only mind-numbing
generality to inform decisions affecting organization, planning, and national security strategy.

Policy choices and choices on defense matters always involve recognizing that different hues and
shadings color our political, strategic, and moral understanding and decisions. The world has always
been messy in this regard—the conciseness of our understanding of the threat during the Cold War was
an aberration in history. There is no evidence that we are now at a historical turning point, one that will
allow us to simplify our security world. We cannot neatly tie our national security strategy package with
the bow of “asymmetry.”

The concept does not appear to help in organizing, planning, and strategizing. Are we designing
deterrence strategies around the asymmetry concept? Are we programming force structure based on it?
One would have to conclude that the answers to these questions are “no,” insofar as “asymmetry” and
“asymmetric threats” are not organizing concepts in the September 30, 2001, Quadrennial Defense
Review (QDR). “Asymmetry” does not appear in the table of contents as a heading or subheading—an
odd omission if in fact “asymmetric threats” comprise the principal challenge to U.S. security today.
General Henry Shelton, former Chairman of the Joint Chiefs of Staff, used the term only once in his
statement appended to the QDR (referring to the September 11, 2001 “asymmetric attack” against the
United States—see Appendix 1). One can safely conclude that nothing meaningful would be lost if even
this reference to “asymmetric” were dropped from Shelton’s statement. So how useful is this concept?

We conclude that the exponential proliferation of references in current defense discourse to “asymmetric”
threats has done little to help order defense priorities. As a security concept, “asymmetry” is overrated.
The 